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Abstract

This research aims to 1) design network backup systems using 4G mobile network
technology by mainly considering system costs, 2) install and test performance of network backup
systems designed by PRTG application, and 3) analyze and evaluate performance using
mathematical equations.

The concepts of this research are to increase performance and resolve problems of
information and communication technology in wide area networks that are lacking instability due
to physical problems of optical fiber transmission technology. The research primarily focuses on
the design of information and communication technology network backup systems from Bangkok
head office and regional branch offices in a distance of more than 50 kilometers. By utilizing a 4G
mobile network and optical fiber technologies, this technical solution can solve problematic
weaknesses that occurred in the system.

The research results showed that 1) the network design consisted of two types of network
operation in parallel, with the fiber-optic network as the core network and the 4G network as the
backup network, 2) the implementation of network backup system and test performance can detect
network traffic to be used for analyzing system performance, and 3) analysis and evaluation of
system performance showed that 4G mobile network technology can improve the availability of
information and communication technology networks between the head office and regional branch

offices averagely to 99.83 percent of the availability.

Keywords: Branch Network Backup Systems, High Availability, 4G Mobile Network Technology
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5.1 TwsInaealeddui (Internet Control Message Protocol: ICMP) Tns Innean
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C:\Users\COVID>ping 192.168.1.1

Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192.168.1.1: bytes=32 time=4ms TTL=64
Reply from 192.168.1.1: bytes=32 time=4ms TTL=64
Reply from 192.168.1.1: bytes=32 time=2ms TTL=64
Reply from 192.168.1.1: bytes=32 time=29ms TTL=64

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 2ms, Maximum = 29ms, Average = 9ms
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C:\Users\COVID>ping 192.168.1.160

Pinging 192.168.1.10@ with 32 bytes of data:

Reply from 192.168.1.123: Destination host unreachable.
Reply from 192.168.1.123: Destination host unreachable.
Reply from 192.168.1.123: Destination host unreachable.
Reply from 192.168.1.123: Destination host unreachable.

Ping statistics for 192.168.1.16@:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
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Host Running NMS
Application Managed Device

Get or set MIB objects values

_—
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GigabitEthernetO is up, line protocol is up
Hardware is PQ3_TSEC, address is 009e.1e34.dde1 (bia 009e.1e34.dde1)
Description: <<< Connect to TRUE MPLS CID:U86890 >>>
Internet address is 10.202.223.2/30
MTU 1500 bytes, BW 4096 Kbit/sec, DLY 100 usec,
reliability 255/255, txload 129/255, rxload 129/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full Duplex, 100Mbps, media type is RJ45

output flow-control is unsupported, input flow-control is unsupported
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:00, output 00:00:00, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 2673
Queueing strategy: fifo
Output queue: 0/40 (size/max)
30 second input rate 2079000 bits/sec, 453 packets/sec
30 second output rate 2085000 bits/sec, 558 packets/sec
286444715 packets input, 211845652057 bytes, 0 no buffer
Received 2467 broadcasts (0 IP multicasts)
0 runts, O giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 0 multicast, O pause input
375534870 packets output, 201087194238 bytes, 0 underruns
0 output errors, 0 collisions, 3 interface resets
0 unknown protocol drops

0 babbles, 0 late collision, 0 deferred

--More--
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64

gll { A d v o 4 { [
FUADUN 2: INNFUITDSAITU SNMP TRAP U PRTG 91090 30iNA09n15a5299
o Yy . = [
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NI ULED3AI5) SNMP TRAP 14 PRTG

U

fi’muﬂfhwuwa% ?37991 SNMP TRAP

= o w ¥ o v Y
NN 3.12 Maumsasntsueesasuluszuu v ldsunsy PRTG

Add Sensor Wizard e § B § TN aee— o

Sensor Selection ( T
Please select the sensors to create ¢ ID)
U

P4 #<<< Connect to TRUE MPLS CID-UB6830 »>>. Ethemet Connected. 4096 kb/s. 32t Courter

7 %2 (FastEthemet(). Ethemet, Connected, 100000 kb/s. 32bt Courter
#3 (FastEthemet 1). Ethemet, Not Connected, 100000 kb/s. 320kt Counter | A
#4 (FatBthemet2). Ethemet, Not Connected, 100000 kb/s, 32bit Counter
25 (FastEthemet 3). Ethemet, Not Connected, 100000 kb/s. 32t Counter =
26 (Senal0), PropPoint ToPoint Sental, Not Connected, 1544 kb/s, 32bit Counter
#7 (VoIP-Null0), (Unknown type), Connected, O kb/s, 325k Counter
28 (Null0), (Unknown type), Connected. 0 kb/s, 32bit Counter |
#¢<< Connect to Customer LAN >3, proprietary vitual/intemal interface, Connected, 100000 kb/s

¥ #ccc CID'WDS11661 55>, (Unknown type), Connected, 50000 kb/s, 32bit Counter
211 Celkdar ). (Unknown type), Not Connected, 50000 kb/s, 32bk Countter
£13 (Loopback 1), Software Loopback, Connected, 0 kb/s, 32bt Counter

Connected

Hide ports with exsting sensors
Select the value to monitor
Info

Connected to “Cisco 105 Software, C800 Software (C800-UNIVERSALKS-M), Version 15 5(3)M. RELEASE
SOFTWARE fc1)

Technical Support: hitp -/ www cisco comAechsupport
Copynght (c) 1986-2015 by Gsco Systems, Inc

< Back [ Next > Cancel
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Pty o L = ke

Gle 6t Yiew Go Capture Analze Statatics Telephony ook Intemals Help

oo amy BREX2 AeraT L ([EE QAN dDB% B

e ficmp [+] Bpression... ~ Clear Aophy Save Filter Fitter
Protocol  Length Info

% request >

4919 19.43219000(192. IcmP ping) reply d=0x0015, seq=30433/2458, tt n
4993 20.41567000(192.168.1. 57 .170.1.1  TcMp 74 Echo (ping) request d=0x0015, seqe39434/2714, ttl=128 (reply in 45
4995 20.432099001192.170.1.1  192.168.1.57 ICMP 74 Echo (ping) reply  1d=0x0015, seq=39434/2714, tr1=251 (request in
5463 21.41667800(192.168.1.57 192.170.1.1  ICMP 74 €cho (ping) request 1d-0x0015, Seq=39435/2070, tr1-128 (reply in 54
S481 21.55227200(192.170.1.1  192.168.1.57 Icwp 74 €cho (ping) reply  1d=0x0015, seq=39435/2970, ttl=251 (request in
5726 22.41885500(192.168.1.57 192.170.1.1  IcMp 74 £cho (ping) request 1d=0x0015, seq~39436/3226, ttl=128 (reply in 57
5733 22.50672400(192.170.1.1  192.168.1.57 IcMP 74 €cho (ping) reply  id=0x0015, seq-39436/3226, ttl=251 (request in

Frame 4915: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface 0
Interface id: 0
Encapsulation type: Ethernet (1)
Arrival Time: vay 20, 2021 08:29:22.181410000 SE Asia Standard Time
[rime shift for this packet: 0.000000000 seconds] e
Epoch Time: 1621474162.181410000 seconds
[Time delta from previous captured frame: 0.000199000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 19.414727000 seconds]
Frame Number: 4915
Frame Length: 74 bytes (592 bits)
capture Length: 74 bytes (592 bits)
[Frame is marked: False]
[Frame is ignored: False]
[Protocols in frame: eth:ip:icmp:data)
[coloring Rule Name: ICMP]
[coloring Rule String: icmp || icmpv6]
Ethernet II, src: Hewle :03:b8 (2c:
= pestination: 44:13:d0
Address

- b)
= LG bit: Globally unique address (factory default)
ceee 2ed0oialn . = 16 bit: Individual address (unicast)

Source: HewlettP_2b:03:b8 (2c:44:fd:2b:03:b8)

0000 44 13 do bf do 9b 2c 44 fd 2b 03 b8 08 00 45 00
0010 00 3c 08 ee 00 00 80 01 00 00 cO a8 01 39 cO aa
0020 O1 01 08 00 b3 3d 00 15 9a 09 61 62 63 64 65 66 Z
0030 67 68 69 6a 6b 6¢c 6d 6e 6f 70 71 72 73 74 75 76 Tmn
0040 77 61 62 63 64 65 66 67 68 69 wabcdefg hi

MNA 3.16 MINTIIFUMINNUATV A28 TS Tnaoa ICMP 910 11)51051 Wireshark

A 9 o A a o I 9
MU 3.16 naadlimiunsihauvedIng Innea ICMP MNANISUEITDYADINAY
Y I XK A [ o 1 4 g’/ ~ [ A ] o
mavazaremanaasliiiudimsyondenusenie ladaniaeanoga1un3I0u1eny Source
3 4 i o I @ . . 14 <
uaaaliirud Taaadunieiiimsde IcMP 1163 Destination Taardlaten1a Tnalddoyaiiin
' o o Yy K 9 A g
Echo request 14a1 Echo reply iz‘ﬁ’JNﬂ‘L!!LEI%Elﬂuﬁﬂﬂ‘ﬁm‘L!ENSUfJyamﬂusequence"lj’é]ﬂﬂﬁ
o e a9 = o 3 o 9 =3 v 1
MOUNINUADNA0TINTNIUYD 1Y 5UNTH Wireshark 1115091 ¥ ns1wdamsa sk
9 1 3 & Ao A 1w 1 R = S = @
Poyan1an TuuinnaniInsFouaon Uz laaaNnIgoIds SNMP AIBUIAEINUAINITD

9 . [ <3 <3 J 4 '
T Tsunsy Wireshark Tumsihauvesuiinianianuauysainie

File Edit View Go Capture Amalyze Statistics Telephony Took Intemals Help

codamd BEEXRE A¢seTL BE D @#@M%

Fiter | snmp [] epression..  clear Apply Save Fifter Filter
No.  Time Source Destinstion Protocol Length Info .
26386 157.777598000192.168.1.57 192.170.53.1 5SNMP 84 get-request 1.3.6.1.2.1.2.2.1.16.10
26387 157.811457000192.170.53.1 192.168.1.57 SNMP 86 get-response 1.3.6.1.2. o
26388 157.811458000192.170.53.1 192.168.1.57 SNMP 88 get-response 1.3.6.1.2. 1.16.1
26389 157.821737000192.168.1.57 192.170.53.1 SNMP 84 get-request 1.3.6.1.2.1 .
26300 157. 851457000192, 170, 53.1 7 swp 88 get-response 1 6.0
26391 157. 892618000 192.170. 53.1 Swp 87 get-response 1 .10
26684 161.798786000192. 1 57 SNMP 84 get-request 1. 10 =
26687 161.898685000192.170.71.1 SNMP 87 get-response 1.3.6.1.2.1.2.2.1.16.10 -

pestination: 102.168.1.57 (192,168.1.57) i
[Source GeoIP: unknown]
[Destination GeoIP: Unknown]
S User patagram Protocol, Src Port: snmp (161), DST POrt: 65477 (65477)
source port: snmp (161)
Destination port: 65477 (65477)
Length: 54
= checksum: Oxledd [validation disabled]
[Good checksum: False]
[Bad Checksum: False]
= simple Network Management Protocol
version: version-1 (0)
community: tqm
= data: get-response (2)
= get-response
request-id: 29947580
error-status: noerror (0) =
error-index: 0
= variable-bindings: 1 item
2

0000 2c 44 fd 2b 03 b8 7c ad 4f 27 49 5 08 00 45 00

o1 0

0030 03 74 71 6d a2 22 02 04 (01 c8 6 bc 02 01 00 02
0040 01 00 30 14 30 12 06 Oa LIS MIONE WOFAL
0050 [GNOI 41 04 08 45 ec ad

® | 10 bytes Packets: 27087 - Displayed: 13858 (51.2%) - Dropped: 0 (0.0%) Profile: Defauft

NN 3.17 M3ATI9TU SNMP @28 11/51AT0 Wireshark
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1) HaYDIAIFIANUAINANUHUINFUNIUATDUIBAIIN1TIATATIIAING
= Y Y .
[FINUUTUNAYNT ping

(3 [ [ 1

2) 'Jd"]ﬂf/ ﬂﬂmﬂ’lWﬂl’EN’E]G]i'lﬂ'liﬁ\?W'WHGISJ)E]N“aigqﬂ'h\nﬂéﬁlalhﬂﬁlﬂﬂﬂﬁi Download
F03yav11A 86.9 MB
33 wanagoudszanismnienisganinlumslFuimsnietiediseata 10
aHnNUaN
1) WaGUEN’ﬁ'lsUH%ﬂ\ii’ﬂﬁWﬁﬂWi@i?ﬂﬁ@Uuﬁﬂlﬁ@]aﬁj’ﬂllua@s{flﬂ Wireshark L7913
msdtioya ICMP taz SNMP 524319 PRTG 11 Routere 141304143
No. Time Source Destination Protocol Info
1 0.000000 192.xxx.12.78  192.xxx.1.1 SNMP get-request
Frame 1 (133 bytes on wire, 133 bytes captured)
Ethernet I1, Src: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc), Dst: 7c:ad:4£:27:49:e3 (7c:ad:4£:27:49:e3)
Internet Protocol, Src: 192.xxx.12.78 (192.xxx.12.78), Dst: 192.xxx.1.1 (192.xxx.1.1)
User Datagram Protocol, Src Port: 4521 (4521), Dst Port: snmp (161)
Simple Network Management Protocol
No. Time Source Destination Protocol Info
2 0.011515 192.xxx.1.1 192.xxx.12.78 SNMP get-response
Frame 2 (179 bytes on wire, 179 bytes captured)
Ethernet II, Src: 7c:ad:41:27:49:¢3 (7c:ad:41:27:49:¢3), Dst: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc)
Internet Protocol, Src: 192.xxx.1.1 (192.xxx.1.1), Dst: 192.xxx.12.78 (192.xxx.12.78)
User Datagram Protocol, Src Port: snmp (161), Dst Port: 4521 (4521)
Simple Network Management Protocol
No. Time Source Destination Protocol Info
7 14.999051 192.xxx.12.78  192.xxx.1.1 ICMP Echo (ping) request

Frame 7 (74 bytes on wire, 74 bytes captured)
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Ethernet II, Src: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc), Dst: 7c:ad:41:27:49:e3 (7c:ad:41:27:49:e3)
Internet Protocol, Src: 192.xxx.12.78 (192.xxx.12.78), Dst: 192.xxx.1.1 (192.xxx.1.1)

Internet Control Message Protocol

No. Time Source Destination Protocol Info

8 15.034172 192.xxx.1.1 192.xxx.12.78 ICMP Echo (ping) reply
Frame 8 (74 bytes on wire, 74 bytes captured)

Ethernet I, Src: 7c:ad:4£:27:49:e3 (7c:ad:4£:27:49:e3), Dst: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc)
Internet Protocol, Src: 192.xxx.1.1 (192.xxx.1.1), Dst: 192.xxx.12.78 (192.xxx.12.78)

Internet Control Message Protocol
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unua luayms
A[ 1,440 }xlOO
1,440 + 2

A =99.86%
anunsouldaugaesavidoalnidroszuudises 4G fe 99.82%
HAAUAUMIVOUAS DUNWAIBMT traceroute 11AZ show bgp all neighbors
@UNUAT Y MPLS
Chiangmai#traceroute 192.xxx.2.11
Type escape sequence to abort.
Tracing the route to 192.xxx.2.11
VRF info: (vrf in name/id, vrf out name/id)
1 10.xxx.223.1 0 msec 0 msec 0 msec
2 10.xxx.213.169 [AS 64549] 16 msec 12 msec 16 msec
3 10.xxx.213.170 [AS 64549] 12 msec 24 msec 12 msec
4192.xxx.2.11 [AS 65058] 16 msec * 12 msec
Chiangmai#sh bgp all neighbors
For address family: IPv4 Unicast
BGP neighbor is 10.xxx.223.1, remote AS 64549, external link
BGP version 4, remote router ID 10.xxx.16.2
BGP state = Established, up for 2d07h
Lf?f}uVINTJuLﬂéﬂalth 4G
Chiangmai#traceroute 192.xxx.2.11 so 192.xxx.1.1
Type escape sequence to abort.
Tracing the route to 192.xxx.2.11
VREF info: (vrf in name/id, vrf out name/id)
1 58.xxx.93.114 56 msec 44 msec 40 msec
2 192.xxx.2.11 40 msec * 52 msec

Chiangmai#sh bgp all neighbors
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For address family: IPv4 Unicast
BGP neighbor is 10.xxx.223.1, remote AS 64549, external link
BGP version 4, remote router ID 0.0.0.0
BGP state = Idle
nanagouaunnlumslduImansevieaviFeslvl
Nam@qﬁﬁ;’iﬂﬂmmwmmwﬁmﬁ’uwm’%mhﬂﬁ’wﬂ15’3’@1@“’@15mmm'5ﬁaﬂm
({FUN9AI8NT ping
FUNUUATOU1E MPLS
Chiangmai#ping 192.xxx.2.11 source 192.xxx.1.1 repeat 500
Type escape sequence to abort.

Sending 500, 100-byte ICMP Echos to 192.xxx.2.11, timeout is 2 seconds:

EELEE T e e et e e e ey

Success rate is 100 percent (500/500), round-trip min/avg/max = 12/12/56 ms
IFUNNUUIATON Y 4G

Chiangmai#ping 192.xxx.2.11 so 192.xxx.1.1 re 500

Type escape sequence to abort.

Sending 500, 100-byte ICMP Echos to 192.xxx.2.11, timeout is 2 seconds:

Packet sent with a source address of 192.xxx.1.1

TEEREELE T e e e e e e e rrrrrererenrernen
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RN RN AR RN AR RAANS

Success rate is 100 percent (500/500), round-trip min/avg/max = 32/41/72 ms
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2) HAYDINNEWUNAMIATIVABLUNNINATOYAA Y Wireshark tanamidatoya
ICMP 1182 SNMP 5919 PRTG 11 Router e1U1d 1)
No. Time Source Destination Protocol Info
1 0.000000 192.xxx.12.78  192.xxx.15.1 ~ SNMP get-request
Frame 1 (133 bytes on wire, 133 bytes captured)
Ethernet I1, Src: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc), Dst: 7c:ad:4f:27:49:e3 (7c:ad:4f:27:49:e3)
Internet Protocol, Src: 192.xxx.12.78 (192.xxx.12.78), Dst: 192.xxx.15.1 (192.xxx.15.1)
User Datagram Protocol, Src Port: 4556 (4556), Dst Port: snmp (161)
Simple Network Management Protocol

No. Time Source Destination Protocol Info
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2 0.112513 192.xxx.15.1 192.xxx.12.78 SNMP get-response

Frame 2 (165 bytes on wire, 165 bytes captured)

Ethernet II, Src: 7c:ad:41:27:49:¢3 (7c:ad:41:27:49:¢3), Dst: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc)
Internet Protocol, Src: 192.xxx.15.1 (192.xxx.15.1), Dst: 192.xxx.12.78 (192.xxx.12.78)

User Datagram Protocol, Src Port: snmp (161), Dst Port: 4556 (4556)

Simple Network Management Protocol

No. Time Source Destination Protocol Info

7 15.005947 192.xxx.12.78  192.xxx.15.1  ICMP Echo (ping) request
Frame 7 (74 bytes on wire, 74 bytes captured)

Ethernet I1, Src: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc), Dst: 7c:ad:4£:27:49:e3 (7c:ad:4£:27:49:e3)
Internet Protocol, Src: 192.xxx.12.78 (192.xxx.12.78), Dst: 192.xxx.15.1 (192.xxx.15.1)

Internet Control Message Protocol

No. Time Source Destination Protocol Info

8 15.018080 192.xxx.15.1  192.xxx.12.78 ICMP Echo (ping) reply
Frame 8 (74 bytes on wire, 74 bytes captured)

Ethernet I, Src: 7c:ad:41:27:49:¢3 (7c:ad:41:27:49:¢3), Dst: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc)
Internet Protocol, Src: 192.xxx.15.1 (192.xxx.15.1), Dst: 192.xxx.12.78 (192.xxx.12.78)

Internet Control Message Protocol

nan3 A IziANNNs o lFnuveuns el oa1vId Y
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HAAUAUMIVOUAS DUNBAIBT traceroute 11AZ show bgp all neighbors
FUNUATENY MPLS
Lamphun#traceroute 192.xxx.2.11
Type escape sequence to abort.
Tracing the route to 192.xxx.2.11
VRF info: (vrf in name/id, vrf out name/id)
1 10.xxx.223.125 0 msec 4 msec 0 msec
2 10.xxx.213.169 [AS 64549] 16 msec 12 msec 16 msec
3 10.xxx.213.170 [AS 64549] 16 msec 16 msec 12 msec
4192.xxx.2.11 [AS 65058] 12 msec * 12 msec
Lamphun#sh bgp all neighbors
For address family: IPv4 Unicast
BGP neighbor is 10.xxx.223.125, remote AS 64549, external link
BGP version 4, remote router ID 10.xxx.20.1
BGP state = Established, up for 3w3d
Lﬁ'ummuu,ﬂ%edm 4G
Lamphun#ftraceroute 192.xxx.2.11 so 192.xxx.15.1

Type escape sequence to abort.
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Tracing the route to 192.xxx.2.11
VRF info: (vrf in name/id, vrf out name/id)
1 58.xxx.93.114 44 msec 44 msec 40 msec
2 192.xxx.2.11 40 msec * 52 msec
Lamphun#sh bgp all neighbors
For address family: IPv4 Unicast
BGP neighbor is 10.xxx.223.125, remote AS 64549, external link
BGP version 4, remote router ID 0.0.0.0
BGP state = Idle
nanaaeununInlumsliusmanievediyu
wammﬁa%'ff@ﬂmmwmmwﬁamﬁ’uwm’%’aﬂhﬂﬁﬁﬂmﬁﬂé’mmmmiﬁaﬂm
1{#UN19AI8MT ping
@UNDUATOIY MPLS
Lamphun#ping 192.xxx.2.11 source 192.xxx.15.1 repeat 500
Type escape sequence to abort.
Sending 500, 100-byte ICMP Echos to 192.xxx.2.11, timeout is 2 seconds:

Packet sent with a source address of 192.xxx.15.1

TOELEE T e e et e e e e

Success rate is 100 percent (500/500), round-trip min/avg/max = 12/20/140 ms
FUNUUIAT1E 4G

Lamphun#ping192.xxx.2.11 so 192.xxx.15.1 re 500

Type escape sequence to abort.

Sending 500, 100-byte ICMP Echos to 192.xxx.2.11, timeout is 2 seconds:
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Packet sent with a source address of 192.xxx.15.1

TEEEE TR e e e et e e rerrrrerererernen

Success rate is 100 percent (500/500), round-trip min/avg/max = 36/44/84 ms
HARANINYDIOATINTAIHIUT0YATZNI19IAT DUI18AIIN1T Download YoyavLIA

86.9 MB

Lamphun

Live Graph - 60 Minutes - 30 sec Interval
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4G l9a1luns Download 3 U9

=] I
3) Wﬁﬂl’t)dﬁﬁﬂﬁi{l/liﬁﬁiWaﬂﬁﬂi’si]ﬁf)‘ljl,mﬂl,ﬂﬂéﬁ}ﬂyaﬁ}’w Wireshark LAAINI1TEHI

Wo3a ICMP 11z SNMP 531119 PRTG 11 Router @1U1dyNIaA1AT

No. Time Source Destination Protocol Info
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1 0.000000 192.xxx.12.78  192.xxx.54.1 SNMP get-request

Frame 1 (133 bytes on wire, 133 bytes captured)

Ethernet II, Src: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc), Dst: 7c:ad:41:27:49:e3 (7c:ad:41:27:49:e3)
Internet Protocol, Src: 192.xxx.12.78 (192.xxx.12.78), Dst: 192.xxx.54.1 (192.xxx.54.1)

User Datagram Protocol, Src Port: 3550 (3550), Dst Port: snmp (161)

Simple Network Management Protocol

No. Time Source Destination Protocol Info

2 0.059962 192.xxx.54.1  192.xxx.12.78 SNMP get-response

Frame 2 (188 bytes on wire, 188 bytes captured)

Ethernet I, Src: 7c:ad:4£:27:49:e3 (7c:ad:4£:27:49:€3), Dst: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc)
Internet Protocol, Src: 192.xxx.54.1 (192.xxx.54.1), Dst: 192.xxx.12.78 (192.xxx.12.78)

User Datagram Protocol, Src Port: snmp (161), Dst Port: 3550 (3550)

Simple Network Management Protocol

No. Time Source Destination Protocol Info

3 4995514 192.xxx.12.78  192.xxx.54.1  ICMP Echo (ping) request
Frame 3 (74 bytes on wire, 74 bytes captured)

Ethernet II, Src: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc), Dst: 7c:ad:41:27:49:e3 (7c:ad:4£:27:49:¢e3)
Internet Protocol, Src: 192.xxx.12.78 (192.xxx.12.78), Dst: 192.xxx.54.1 (192.xxx.54.1)

Internet Control Message Protocol

No. Time Source Destination Protocol Info

4 4.999487 192.xxx.54.1  192.xxx.12.78 ICMP Echo (ping) reply
Frame 4 (74 bytes on wire, 74 bytes captured)

Ethernet II, Src: 7c:ad:41:27:49:¢3 (7c:ad:41:27:49:¢3), Dst: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc)
Internet Protocol, Src: 192.xxx.54.1 (192.xxx.54.1), Dst: 192.xxx.12.78 (192.xxx.12.78)

Internet Control Message Protocol

a J ]
Waﬂ']i')!,ﬂi'l$Wﬂ'J'liJW%I’E]iJGl%}Q'IuGU’ENLﬂg’E]"ll'lflﬁ"l"ll'lﬁiﬁ/ﬁﬁ'lﬂ‘i
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Live Graph - 60 Minutes - 30 sec Interval
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MTBF = 1,440 119

MTTR =3 U9
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A= 1,440 x 100
1,440 +3
A= 99.79%

anundoulFnugavesanuiaynscnsdeszuud1se 4G Av 99.79%
HAAUAUNIIVOUAS DUWAIBFIF traceroute 11A% show bgp all neighbors
[FUN9VUATOU1E MPLS

Samutsakhon#traceroute 192.xxx.2.11

Type escape sequence to abort.

Tracing the route to 192.xxx.2.11

VRF info: (vrf in name/id, vrf out name/id)
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1 10.xxx.223.77 4 msec 4 msec 0 msec
2 10.163.247.9 [AS 64549] 76 msec 4 msec 4 msec
3 10.xxx.213.169 [AS 64549] 4 msec 8 msec 4 msec
4 10.xxx.213.170 [AS 64549] 4 msec 4 msec 8 msec
5192.xxx.2.11 [AS 64549] 4 msec * 4 msec
Samutsakhon#sh bgp all neighbors
For address family: IPv4 Unicast
BGP neighbor is 10.xxx.223.77, remote AS 64549, external link
BGP version 4, remote router ID 10.167.62.33
BGP state = Established, up for 4w6d
FUNDUATONY 4G
Samutsakhon#traceroute 192.xxx.2.11 so 192.xxx.54.1
Type escape sequence to abort.
Tracing the route to 192.xxx.2.11
VRF info: (vrf in name/id, vrf out name/id)
1 58.xxx.93.114 36 msec 36 msec 28 msec
2 192.xxx.2.11 32 msec * 40 msec
Samutsakhon#sh bgp all nei
For address family: IPv4 Unicast
BGP neighbor is 10.xxx.223.77, remote AS 64549, external link
BGP version 4, remote router ID 0.0.0.0
BGP state = Idle
nanadoununmlumsInusmanseveaayniaing
wameqﬁﬁ?’?ﬂﬂmmwmmwﬂamﬁuﬂmﬂ%mhaﬁ”wmﬁﬂé’mmamﬁf'%smm
{FUN19AIEAT ping
FUNUUIATOUIE MPLS
Samutsakhon# ping 192.xxx.2.11 source 192.xxx.54.1 repeat 500
Type escape sequence to abort.
Sending 500, 100-byte ICMP Echos to 192.xxx.2.11, timeout is 2 seconds:

Packet sent with a source address of 192.xxx.54.1
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TEEEERE I e e e e e e e v e g

Success rate is 100 percent (500/500), round-trip min/avg/max = 4/9/308 ms
FUNDUATONY 4G

Samutsakhon#ping 192.xxx.2.11 so 192.xxx.54.1 re 500

Type escape sequence to abort.

Sending 500, 100-byte ICMP Echos to 192.xxx.2.11, timeout is 2 seconds:

Packet sent with a source address of 192.xxx.54.1

TOEETLE R e e e e e e e e

Success rate is 100 percent (500/500), round-trip min/avg/max = 24/34/92 ms
HAAUAINYBIBATIMIARIUTYATZHINATBVI8A 18NS Download FoyAULIN

86.9 MB
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Samut Sakhon

Live Graph - 60 Minutes - 30 sec Interval
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MPLS l$12a11un15 Download 5 w1di
4G Tdarluns Download 3 w1d
4) WﬁeUfNﬁ'lsU'luﬂiﬂjéhWaﬂ?i@i?ﬂﬁ@ﬂllﬁﬂlﬁ@%@ﬂvaﬁjﬂﬂ Wireshark Llﬁ@\iﬂ'ﬁdﬂsﬁlﬂya ICMP
tag SNMP 5¢%7919 PRTG N1 Router @191UA5gu
No. Time Source Destination Protocol Info
1 0.000000 192.xxx.12.78 192 xxx.51.1 SNMP  get-request
Frame 1 (133 bytes on wire, 133 bytes captured)
Ethernet I1, Src: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc), Dst: 7c:ad:4f:27:49:e3 (7c:ad:4£:27:49:e3)
Internet Protocol, Src: 192.xxx.12.78 (192.xxx.12.78), Dst: 192.xxx.51.1 (192.xxx.51.1)
User Datagram Protocol, Src Port: 1263 (1263), Dst Port: snmp (161)
Simple Network Management Protocol
No. Time Source Destination Protocol Info
2 0.004780 192 xxx.51.1 192.xxx.12.78 SNMP get-response
Frame 2 (165 bytes on wire, 165 bytes captured)
Ethernet I1, Src: 7c:ad:41:27:49:e3 (7c:ad:41:27:49:€3), Dst: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc)
Internet Protocol, Src: 192.xxx.51.1 (192.xxx.51.1), Dst: 192.xxx.12.78 (192.xxx.12.78)
User Datagram Protocol, Src Port: snmp (161), Dst Port: 1263 (1263)
Simple Network Management Protocol

No. Time Source Destination Protocol Info
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7 15.005437 192.xxx.12.78  192.xxx.51.1  ICMP Echo (ping) request
Frame 7 (74 bytes on wire, 74 bytes captured)

Ethernet II, Src: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc), Dst: 7c:ad:41:27:49:e3 (7c:ad:41:27:49:e3)
Internet Protocol, Src: 192.xxx.12.78 (192.xxx.12.78), Dst: 192.xxx.51.1 (192.xxx.51.1)

Internet Control Message Protocol

No. Time Source Destination Protocol Info

8 15.046380 192.xxx.51.1  192.xxx.12.78 ICMP Echo (ping) reply
Frame 8 (74 bytes on wire, 74 bytes captured)

Ethernet I1, Src: 7c:ad:4£:27:49:€3 (7c:ad:4£:27:49:€3), Dst: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc)
Internet Protocol, Src: 192.xxx.51.1 (192.xxx.51.1), Dst: 192.xxx.12.78 (192.xxx.12.78)

Internet Control Message Protocol
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MTBF = 1,440 119
MTTR =2 U1

unua luaums

A= 1,440
1,440 +2

A =99.86%

}xlOO

¥ ¥ Y o
mmwmﬂmmgwmmmmmﬂgumﬂizuumm 4G ﬁﬂ 99.86%

9y ' Y o v .
LLE‘TNLE‘TH%NGU’ENL?]%’E]"lﬂﬂﬂ’wmﬁﬁ traceroute 4L01¥ show bgp all neighbors

#UNVUATOVIY MPLS
Nakhonpathom#traceroute192.xxx.2.11
Type escape sequence to abort.
Tracing the route to 192.xxx.2.11
VRF info: (vrf in name/id, vrf out name/id)
1 10.xxx.223.65 4 msec 4 msec 0 msec
2 10.163.247.3 [AS 64549] 0 msec 0 msec 4 msec
3 10.xxx.213.169 [AS 64549] 8 msec 0 msec 4 msec
4 10.xxx.213.170 [AS 64549] 4 msec 4 msec 4 msec
5192.xxx.2.11 [AS 64549] 4 msec * 0 msec
Nakhonpathom#sh bgp all neighbors

For address family: IPv4 Unicast

BGP neighbor is 10.xxx.223.65, remote AS 64549, external link

BGP version 4, remote router ID 10.167.61.43
BGP state = Established, up for 2w3d

FUNNUATA 4G

Nakhonpathom#traceroute192.xxx.2.11 so 192.xxx.51.1

Type escape sequence to abort.
Tracing the route to 192.xxx.2.11

VREF info: (vrf in name/id, vrf out name/id)
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1 58.xxx.93.114 40 msec 32 msec 32 msec
2 192.xxx.2.11 36 msec * 40 msec
Nakhonpathom#sh bgp all nei
For address family: IPv4 Unicast
BGP neighbor is 10.xxx.223.65, remote AS 64549, external link
BGP version 4, remote router ID 0.0.0.0
BGP state = Idle
nanagougunmlumsliuimaasovieuaslyy
wammﬁa%'ff@ﬂmmwmmwﬁamﬁumam’%aﬂhﬂﬁl’wmﬁﬂé’@mmamﬁGsJﬂm
1#UN9AI8MT ping
I UNNUUATDU1Y MPLS
Nakhonpathom#ping192.xxx.2.11 source 192.xxx.51.1 repeat 500
Type escape sequence to abort.
Sending 500, 100-byte ICMP Echos to 192.xxx.2.11, timeout is 2 seconds:

Packet sent with a source address of 192.xxx.51.1

TEEEELE It e e et e e e

Success rate is 100 percent (500/500), round-trip min/avg/max = 1/4/68 ms
IFEUNNDUATOY 4G

Nakhonpathom#ping192.xxx.2.11 so 192.xxx.51.1 repeat 500

Type escape sequence to abort.

Sending 500, 100-byte ICMP Echos to 192.xxx.2.11, timeout is 2 seconds:

Packet sent with a source address of 192.xxx.51.1

TREEERE I e e e e e e e e errrrererenrernen
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TEEEERE I e e e e e e e v e g

Success rate is 100 percent (500/500), round-trip min/avg/max = 28/35/64 ms
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5) HAVRIAVIFALFHANITATINAOUUNNINATOYAAI Wireshark UAAINTAITOYD ICMP
tiag SNMP 3¢%919 PRTG 1) Router a191%01]3

No. Time Source Destination Protocol Info

1 0.000000 192.xxx.12.78  192.xxx.56.1 SNMP get-request

Frame 1 (133 bytes on wire, 133 bytes captured)

Ethernet II, Src: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc), Dst: 7c:ad:41:27:49:e3 (7¢c:ad:41:27:49:¢3)

Internet Protocol, Src: 192.xxx.12.78 (192.xxx.12.78), Dst: 192.xxx.56.1 (192.xxx.56.1)
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User Datagram Protocol, Src Port: 4478 (4478), Dst Port: snmp (161)

Simple Network Management Protocol

No. Time Source Destination Protocol Info

2 0.034754 192.xxx.56.1 192.xxx.12.78 SNMP get-response

Frame 2 (161 bytes on wire, 161 bytes captured)

Ethernet I1, Src: 7c:ad:4£:27:49:€3 (7c:ad:4£:27:49:€3), Dst: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc)
Internet Protocol, Src: 192.xxx.56.1 (192.xxx.56.1), Dst: 192.xxx.12.78 (192.xxx.12.78)

User Datagram Protocol, Src Port: snmp (161), Dst Port: 4478 (4478)

Simple Network Management Protocol

No. Time Source Destination Protocol Info

7 15.002088 192.xxx.12.78  192.xxx.56.1  ICMP Echo (ping) request
Frame 7 (74 bytes on wire, 74 bytes captured)

Ethernet I1, Src: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc), Dst: 7c:ad:4£:27:49:e3 (7c:ad:4£:27:49:e3)
Internet Protocol, Src: 192.xxx.12.78 (192.xxx.12.78), Dst: 192.xxx.56.1 (192.xxx.56.1)

Internet Control Message Protocol

No. Time Source Destination Protocol Info

8 15.109413 192.xxx.56.1  192.xxx.12.78 ICMP Echo (ping) reply
Frame 8 (74 bytes on wire, 74 bytes captured)

Ethernet II, Src: 7c:ad:41:27:49:¢3 (7c:ad:41:27:49:¢3), Dst: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc)
Internet Protocol, Src: 192.xxx.56.1 (192.xxx.56.1), Dst: 192.xxx.12.78 (192.xxx.12.78)

Internet Control Message Protocol

a 4 Y 9 A [ =
wammmﬁzwmmwsau‘lmmmmmsamammwaus
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anundoulFnugavesmnweiaieszuud 159 4G Ao 99.86%
HAAUAUNIIVOUAS DUWAIBFIF traceroute 11A% show bgp all neighbors
{FUN9VUATOU1E MPLS

Chonburi#traceroute 192.xxx.2.11

Type escape sequence to abort.

Tracing the route to 192.xxx.2.11

VRF info: (vrf in name/id, vrf out name/id)
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1 10.xxx.223.169 88 msec 88 msec 92 msec
2 10.xxx.213.169 [AS 64549] 104 msec 20 msec 4 msec
3 10.xxx.213.170 [AS 64549] 4 msec 8 msec 8 msec
4192.xxx.2.11 [AS 65058] 4 msec * 4 msec
Chonburi#sh bgp all neighbors
For address family: IPv4 Unicast
BGP neighbor is 10.xxx.223.169, remote AS 64549, external link
BGP version 4, remote router ID 10.xxx.40.2
BGP state = Established, up for 10w2d
FUNDUATONY 4G
Chonburi#traceroute192.xxx.2.11 so 192.xxx.56.1
Type escape sequence to abort.
Tracing the route to 192.xxx.2.11
VRF info: (vrf in name/id, vrf out name/id)
1 58.xxx.93.114 32 msec 32 msec 36 msec
2 192.xxx.2.11 28 msec * 48 msec
Chonburi#sh bgp all nei
For address family: IPv4 Unicast
BGP neighbor is 10.xxx.223.169, remote AS 64549, external link
BGP version 4, remote router ID 0.0.0.0
BGP state = Idle
nanadougunmlumsIiuimanseveyals
wammﬁ'ﬁi’ﬂﬂmmwmmmimﬁ’umam%mhﬂﬁ’aﬂmﬁﬂé”mma1miﬁ*ﬂﬂm
IFUNAILAT ping
FUNUUIATOUIE MPLS
Chonburi#ping 192.xxx.2.11 source 192.xxx.56.1 re 500
Type escape sequence to abort.
Sending 500, 100-byte ICMP Echos to 192.xxx.2.11, timeout is 2 seconds:

Packet sent with a source address of 192.xxx.56.1

TREEERE I e e e e e e e e errrrererenrernen
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TEEEERE I e e e e e e e v e g

Success rate is 100 percent (500/500), round-trip min/avg/max = 4/12/152 ms
FUNDUATNY 4G

Chonburi#ping 192.xxx.2.11 so 192.xxx.56.1 re 500

Type escape sequence to abort.

Sending 500, 100-byte ICMP Echos to 192.xxx.2.11, timeout is 2 seconds:

Packet sent with a source address of 192.xxx.56.1

TEELEE It e e e e e e ey

Success rate is 100 percent (500/500), round-trip min/avg/max = 24/32/68 ms
HAAMATNYBIOATINTTINIUTDYATZH AT B 18A8N1T Download ToyAUUIA

86.9 MB
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6) Waﬂl’ﬂﬂﬁ’]ﬂl’lﬁﬁﬁﬂ Naﬂ”l'imuﬂff@‘]JLLWﬂLﬂ@lﬁﬁ}emﬁ}aﬂ Wireshark Llﬁﬂﬂﬂ'ﬁﬁ\i‘ﬂ}ﬂga ICMP

18z SNMP 321919 PRTG 1 Router @191dn#1
No. Time Source Destination Protocol Info
1 0.000000 192.xxx.12.78 192.xxx.70.1 SNMP  get-request
Frame 1 (133 bytes on wire, 133 bytes captured)
Ethernet II, Src: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc), Dst: 7c:ad:41:27:49:e3 (7c:ad:4£:27:49:€3)
Internet Protocol, Src: 192.xxx.12.78 (192.xxx.12.78), Dst: 192.xxx.70.1 (192.xxx.70.1)
User Datagram Protocol, Src Port: 3383 (3383), Dst Port: snmp (161)
Simple Network Management Protocol
No. Time Source Destination Protocol Info
2 0.007155 192.xxx.70.1 192.xxx.12.78 SNMP get-response
Frame 2 (165 bytes on wire, 165 bytes captured)
Ethernet II, Src: 7c:ad:4£:27:49:e3 (7c:ad:41:27:49:e3), Dst: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc)
Internet Protocol, Src: 192.xxx.70.1 (192.xxx.70.1), Dst: 192.xxx.12.78 (192.xxx.12.78)
User Datagram Protocol, Src Port: snmp (161), Dst Port: 3383 (3383)
Simple Network Management Protocol

No. Time Source Destination Protocol Info
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7 14.992078 192.xxx.12.78  192.xxx.70.1  ICMP Echo (ping) request
Frame 7 (74 bytes on wire, 74 bytes captured)

Ethernet II, Src: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc), Dst: 7c:ad:41:27:49:e3 (7c:ad:41:27:49:€3)
Internet Protocol, Src: 192.xxx.12.78 (192.xxx.12.78), Dst: 192.xxx.70.1 (192.xxx.70.1)

Internet Control Message Protocol

No. Time Source Destination Protocol Info

8 14.997340 192.xxx.70.1  192.xxx.12.78 ICMP Echo (ping) reply
Frame 8 (74 bytes on wire, 74 bytes captured)

Ethernet I1, Src: 7c:ad:4£:27:49:e3 (7c:ad:4£:27:49:€3), Dst: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc)
Internet Protocol, Src: 192.xxx.70.1 (192.xxx.70.1), Dst: 192.xxx.12.78 (192.xxx.12.78)

Internet Control Message Protocol
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MTTR =3 U1

unua luayms

>
[

1,440 x 100
1,440 +3

A=99.79%
anundouldnugaesaundaiiudieszund13eq 4G fie 99.79 %
HAAUFUMIVOUAS DUNBAIBF traceroute 11AZ show bgp all neighbors
@UNUAT Y MPLS
Suttahib#traceroute 192.xxx.2.11
Type escape sequence to abort.
Tracing the route to 192.xxx.2.11
VREF info: (vrf in name/id, vrf out name/id)
1 10.xxx.223.225 4 msec 0 msec 4 msec
2 10.xxx.213.169 [AS 64549] 4 msec 8 msec 8 msec
3 10.xxx.213.170 [AS 64549] 4 msec 4 msec 8 msec
4 192.xxx.2.11 [AS 65058] 4 msec * 4 msec
Suttahib#sh bgp all nei
For address family: IPv4 Unicast
BGP neighbor is 10.xxx.223.225, remote AS 64549, external link
BGP version 4, remote router ID 10.xxx.40.6
BGP state = Established, up for 3d19h
FUNUUATOUIE 4G
Suttahib# traceroute 192.xxx.2.11 so 192.xxx.70.1
Type escape sequence to abort.
Tracing the route to 192.xxx.2.11
VREF info: (vrf in name/id, vrf out name/id)
1 58.xxx.93.114 36 msec 32 msec 40 msec

2 192.xxx.2.11 36 msec * 40 msec
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Suttahib#sh bgp all nei
For address family: IPv4 Unicast
BGP neighbor is 10.xxx.223.225, remote AS 64549, external link
BGP version 4, remote router ID 0.0.0.0
BGP state = Idle
nanagoununmlumsInusmanseveandaiiy
Namméf’;%’j"ﬂﬂmmwmmwﬂmﬁ’uwwm’%mhﬂ@’f’wmii’ﬂé’msma1miﬁaﬂm
1#UN9AI8MT ping
@UNDUATOVIY MPLS
Suttahib#ping 192.xxx.2.11 so 192.xxx.70.1 re 500
Type escape sequence to abort.
Sending 500, 100-byte ICMP Echos to 192.xxx.2.11, timeout is 2 seconds:

Packet sent with a source address of 192.xxx.70.1

TEELEE It e e e e e e ey

Success rate is 100 percent (500/500), round-trip min/avg/max = 4/5/20 ms
IFUNNUUIATON Y 4G

Suttahib#ping192.xxx.2.11 so 192.xxx.70.1 re 500

Type escape sequence to abort.

Sending 500, 100-byte ICMP Echos to 192.xxx.2.11, timeout is 2 seconds:

Packet sent with a source address of 192.xxx.70.1

TREEE T T e e e e e e e rerrrrererenrernen
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Success rate is 100 percent (500/500), round-trip min/avg/max = 24/33/116 ms
HARANINYDIOATINTAIHIUT 0D TZNI19IATDUI8AIEN1T Download YoyavLIA
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7) HAVIAVIUATTIFFUIHANTATINADUUANINATOYAR I Wireshark HEAIMIaItoya
ICMP tiaz SNMP 521219 PRTG N1 Router @ 191UATT1HAN

No. Time Source Destination Protocol Info

1 0.000000 192.xxx.12.78  192.xxx.102.1 SNMP get-request

Frame 1 (133 bytes on wire, 133 bytes captured)

Ethernet II, Src: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc), Dst: 7c:ad:41:27:49:e3 (7c:ad:41:27:49:e3)
Internet Protocol, Src: 192.xxx.12.78 (192.xxx.12.78), Dst: 192.xxx.102.1 (192.xxx.102.1)

User Datagram Protocol, Src Port: 3161 (3161), Dst Port: snmp (161)
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Simple Network Management Protocol

No. Time Source Destination Protocol Info

2 0.007549 192.xxx.102.1 192.xxx.12.78 SNMP get-response

Frame 2 (166 bytes on wire, 166 bytes captured)

Ethernet II, Src: 7c:ad:41:27:49:¢3 (7c:ad:41:27:49:¢3), Dst: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc)
Internet Protocol, Src: 192.xxx.102.1 (192.xxx.102.1), Dst: 192.xxx.12.78 (192.xxx.12.78)

User Datagram Protocol, Src Port: snmp (161), Dst Port: 3161 (3161)

Simple Network Management Protocol

No. Time Source Destination Protocol Info

7 15.007371 192.xxx.12.78 192.xxx.102.1 ICMP Echo (ping) request
Frame 7 (74 bytes on wire, 74 bytes captured)

Ethernet I1, Src: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc), Dst: 7c:ad:4£:27:49:e3 (7c:ad:4£:27:49:e3)
Internet Protocol, Src: 192.xxx.12.78 (192.xxx.12.78), Dst: 192.xxx.102.1 (192.xxx.102.1)
Internet Control Message Protocol

No. Time Source Destination Protocol Info

8 15.013818 192.xxx.102.1  192.xxx.12.78  ICMP Echo (ping) reply
Frame 8 (74 bytes on wire, 74 bytes captured)

Ethernet II, Src: 7c:ad:41:27:49:¢3 (7c:ad:41:27:49:¢3), Dst: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc)
Internet Protocol, Src: 192.xxx.102.1 (192.xxx.102.1), Dst: 192.xxx.12.78 (192.xxx.12.78)

Internet Control Message Protocol
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Korat#traceroute 192.xxx.2.11 so 192.xxx.102.1
Type escape sequence to abort.
Tracing the route to 192.xxx.2.11
VRF info: (vrf in name/id, vrf out name/id)
1 10.202.223.245 4 msec 0 msec 4 msec
2 10.202.213.169 [AS 64549] 4 msec 8 msec 4 msec
310.202.213.170 [AS 64549] 8 msec 8 msec 8 msec
4 192.xxx.2.11 [AS 65058] 8 msec * 320 msec
Korat#sh bgp all neighbors
For address family: IPv4 Unicast
BGP neighbor is 10.202.223.245, remote AS 64549, external link
BGP version 4, remote router ID 10.xxx.91.1
BGP state = Established, up for 1d21h
FUNDUATONY 4G
Korat#trace192.xxx.2.11 so 192.xxx.102.1
Type escape sequence to abort.
Tracing the route to 192.xxx.2.11
VRF info: (vrf in name/id, vrf out name/id)
1 58.97.93.114 44 msec 28 msec 32 msec
2 192.xxx.2.11 32 msec * 44 msec
Korat#sh bgp all nei
For address family: IPv4 Unicast
BGP neighbor is 10.202.223.245, remote AS 64549, external link
BGP version 4, remote router ID 0.0.0.0
BGP state = Idle
nanadougunmlumsIiuimanseviemunsTadn
wammﬁf;"i@ﬂmmwmmwﬂaeu,ﬁumem’%mhaﬁaamﬁ@é’mmmmiﬁ'smm
{FUN19AIEAT ping
FUNUUIATOU1E MPLS

Korat#ping 192.xxx.2.11 so 192.xxx.102.1 re 500
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Type escape sequence to abort.
Sending 500, 100-byte ICMP Echos to 192.xxx.2.11, timeout is 2 seconds:

Packet sent with a source address of 192.xxx.102.1

RN R AR RN RN AR RS

Success rate is 99 percent (499/500), round-trip min/avg/max = 4/26/264 ms
FUNDUATNY 4G

Korat#ping 192.xxx.2.11 so 192.xxx.102.1 re 500

Type escape sequence to abort.

Sending 500, 100-byte ICMP Echos to 192.xxx.2.11, timeout is 2 seconds:

Packet sent with a source address of 192.xxx.102.1

TOELEE T e e et e e e e

Success rate is 100 percent (500/500), round-trip min/avg/max = 24/34/56 ms
HAAMNINYBIBATINMSARIUTDYATZHINATBVI8A 18NS Download FoyAULIN

86.9 MB
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8) wammmﬂnmeuuﬁwammmﬂﬁamgﬁmﬁmsﬂ’agaﬁ'aﬂ Wireshark Llﬁﬂ\iﬂ"lﬁﬁ"\‘]‘fllﬂgﬁ
ICMP tiag SNMP 54719 PRTG i1 Router @910 ULAY
No. Time Source Destination Protocol Info
1 0.000000 192.xxx.12.78 192.xxx.101.1 SNMP  get-request
Frame 1 (133 bytes on wire, 133 bytes captured)
Ethernet II, Src: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc), Dst: 7c:ad:41:27:49:e3 (7c:ad:4£:27:49:e3)
Internet Protocol, Src: 192.xxx.12.78 (192.xxx.12.78), Dst: 192.xxx.101.1 (192.xxx.101.1)
User Datagram Protocol, Src Port: 4483 (4483), Dst Port: snmp (161)
Simple Network Management Protocol
No. Time Source Destination Protocol Info
2 0.009931 192.xxx.101.1  192.xxx.12.78 SNMP get-response
Frame 2 (166 bytes on wire, 166 bytes captured)
Ethernet II, Src: 7c:ad:41:27:49:e3 (7c:ad:41:27:49:e3), Dst: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc)
Internet Protocol, Src: 192.xxx.101.1 (192.xxx.101.1), Dst: 192.xxx.12.78 (192.xxx.12.78)
User Datagram Protocol, Src Port: snmp (161), Dst Port: 4483 (4483)

Simple Network Management Protocol
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No. Time Source Destination Protocol Info

7 15.005005 192.xxx.12.78  192.xxx.101.1 ICMP Echo (ping) request
Frame 7 (74 bytes on wire, 74 bytes captured)

Ethernet II, Src: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc), Dst: 7c:ad:41:27:49:e3 (7c:ad:41:27:49:€3)
Internet Protocol, Src: 192.xxx.12.78 (192.xxx.12.78), Dst: 192.xxx.101.1 (192.xxx.101.1)
Internet Control Message Protocol

No. Time Source Destination Protocol Info

8 15.013668 192.xxx.101.1  192.xxx.12.78 ICMP Echo (ping) reply
Frame 8 (74 bytes on wire, 74 bytes captured)

Ethernet I1, Src: 7c:ad:4£:27:49:e3 (7c:ad:4£:27:49:€3), Dst: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc)
Internet Protocol, Src: 192.xxx.101.1 (192.xxx.101.1), Dst: 192.xxx.12.78 (192.xxx.12.78)
Internet Control Message Protocol
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MTBF = 1,440 119
MTTR =3 ¥

unua luaums

A= 1,440 x 100
1,440 +3

A= 99.79 %
mmw%’*&m1%@1u@amaaﬁ1mmauuﬁuﬁj’wizuuﬁﬁm 4G ﬁ'ﬁ) 99.79 %
HAAUFUMIVOUAS DUNBAIBMF traceroute 11AZ show bgp all neighbors
@UNUAT NG MPLS
KhonKhenf#ftraceroute192.xxx.2.11 so 192.xxx.101.1
Type escape sequence to abort.
Tracing the route to 192.xxx.2.11
VRF info: (vrf in name/id, vrf out name/id)
1 10.202.223.221 0 msec 0 msec 4 msec
2 10.202.213.169 [AS 64549] 8 msec 8 msec 8 msec
310.202.213.170 [AS 64549] 8 msec 4 msec 8 msec
4 192.xxx.2.11 [AS 65058] 8 msec * 4 msec
KhonKhen#sh bgp all nei
For address family: IPv4 Unicast
BGP neighbor is 10.202.223.221, remote AS 64549, external link
BGP version 4, remote router ID 10.xxx.46.2
BGP state = Established, up for 4d21h
FUNUUIAT 10 4G
KhonKhent#traceroute192.xxx.2.11 so 192.xxx.101.1
Type escape sequence to abort.
Tracing the route to 192.xxx.2.11
VREF info: (vrf in name/id, vrf out name/id)

1 58.97.93.114 32 msec 36 msec 36 msec
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2 192.xxx.2.11 36 msec * 32 msec
KhonKhen#sh bgp all nei
For address family: IPv4 Unicast
BGP neighbor is 10.202.223.221, remote AS 64549, external link
BGP version 4, remote router ID 0.0.0.0
BGP state = Idle
nanagoununmlumsInusmanseveandaiiy
wammﬁa%'ff@ﬂmmwmmwﬁamé’uwmﬂdﬁaﬂhﬂﬁl’wmﬁﬂé’mmamﬁGﬂﬂm
({#UN9AI8MT ping
I UNNUUIATDU1Y MPLS
KhonKhen#ping192.xxx.2.11 so 192.xxx.101.1 re 500
Type escape sequence to abort.
Sending 500, 100-byte ICMP Echos to 192.xxx.2.11, timeout is 2 seconds:

Packet sent with a source address of 192.xxx.101.1

TOEEE T e e e et e e

Success rate is 100 percent (500/500), round-trip min/avg/max = 4/6/36 ms
IFUNNDUATOVY 4G

KhonKhen#ping192.xxx.2.11 so 192.xxx.101.1 re 500

Type escape sequence to abort.

Sending 500, 100-byte ICMP Echos to 192.xxx.2.11, timeout is 2 seconds:

Packet sent with a source address of 192.xxx.101.1

TEEREELE T e e e e e e e rrrrrererenrernen
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Success rate is 100 percent (500/500), round-trip min/avg/max = 24/35/68 ms
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9) HAVRIAVIFI YT T TINANIATIITOTINIAATEYARID Wireshark UFAINITAS
Y18 ICMP 11z SNMP 5213119 PRTG 11 Router a11g3115351%)
No. Time Source Destination Protocol Info
1 0.000000 192.xxx.12.78  192.xxx.155.1 SNMP get-request
Frame 1 (133 bytes on wire, 133 bytes captured)

Ethernet II, Src: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc), Dst: 7c:ad:41:27:49:e3 (7c:ad:41:27:49:¢3)



117

Internet Protocol, Src: 192.xxx.12.78 (192.xxx.12.78), Dst: 192.xxx.155.1 (192.xxx.155.1)

User Datagram Protocol, Src Port: 2418 (2418), Dst Port: snmp (161)

Simple Network Management Protocol

No. Time Source Destination Protocol Info

2 0.128844 192.xxx.155.1 192.xxx.12.78 SNMP get-response

Frame 2 (164 bytes on wire, 164 bytes captured)

Ethernet I1, Src: 7c:ad:4£:27:49:e3 (7c:ad:4£:27:49:€3), Dst: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc)
Internet Protocol, Src: 192.xxx.155.1 (192.xxx.155.1), Dst: 192.xxx.12.78 (192.xxx.12.78)

User Datagram Protocol, Src Port: snmp (161), Dst Port: 2418 (2418)

Simple Network Management Protocol

No. Time Source Destination Protocol Info

7 15.008590 192.xxx.12.78 192.xxx.155.1 ICMP Echo (ping) request
Frame 7 (74 bytes on wire, 74 bytes captured)

Ethernet II, Src: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc), Dst: 7c:ad:4£:27:49:e3 (7c:ad:4£:27:49:e3)
Internet Protocol, Src: 192.xxx.12.78 (192.xxx.12.78), Dst: 192.xxx.155.1 (192.xxx.155.1)
Internet Control Message Protocol

No. Time Source Destination Protocol Info

8 15.169201 192.xxx.155.1 192.xxx.12.78 ICMP Echo (ping) reply
Frame 8 (74 bytes on wire, 74 bytes captured)

Ethernet II, Src: 7c:ad:41:27:49:¢3 (7c:ad:41:27:49:¢3), Dst: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc)
Internet Protocol, Src: 192.xxx.155.1 (192.xxx.155.1), Dst: 192.xxx.12.78 (192.xxx.12.78)
Internet Control Message Protocol
nansanszraunieuldnuveunseieangugininaasuanunionlsaugs

Y ' o 4
ANNeT0 lumsgauns 0ed INUAINGIIYT5II
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MTBF = 1,440 417
MTTR = 2 11

unua luaums

A=[ 1,440 JXIOO
1,440 + 2

A= 99.86 %

9 9 4 =) o A
ﬂ')'liJWi'f)llGlﬁlf\ﬂu’E;NEll’E]\1’@H"U'lt:fi'l‘lslaiﬁ'luﬂﬂﬁli$ﬂﬂﬁ'ﬁ@ﬂ 4G 19 99.82 %
Y A v Y o o .
UAAUTUNNUDUATDVIYAWIATN traceroute L4AY show bgp all nelghbors

FUNMVUIAT Y MPLS
Surat#traceroute192.xxx.2.11 so 192.xxx.155.1
VREF info: (vrf in name/id, vrf out name/id)

1 10.xxx.224.81 4 msec 0 msec 4 msec

210.202.213.169 [AS 64549] 8 msec 12 msec 12 msec
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310.202.213.170 [AS 64549] 84 msec 80 msec 84 msec
4192.xxx.2.11 [AS 65058] 80 msec * 76 msec
Surat#sbgp all nei
For address family: IPv4 Unicast
BGP neighbor is 10.xxx.224.81, remote AS 64549, external link
BGP version 4, remote router ID 10.xxx.121.2
BGP state = Established, up for 3wld
FUNDUATONY 4G
Surat#traceroute192.xxx.2.11 so 192.xxx.155.1
Type escape sequence to abort.
Tracing the route to 192.xxx.2.11
VRF info: (vrf in name/id, vrf out name/id)
1 58.97.93.114 44 msec 56 msec 44 msec
2 192.xxx.2.11 56 msec * 52 msec
Surat#sh bgp all neighbors
For address family: IPv4 Unicast
BGP neighbor is 10.xxx.224.81, remote AS 64549, external link
BGP version 4, remote router ID 0.0.0.0
BGP state = Idle
panaaounanInlumsliuimanieiemngsuginil
Nam@qﬁ'ﬁi’ﬂ@mﬂwvlﬂawumimfgfumam%mhﬂﬁ’aﬂmﬁﬂé“mma1miﬁ*ﬂﬂm
{FUN19AI8MT ping
IFUNNUUIATOU 1Y MPLS
Surat#ping 192.xxx.2.11 so 192.xxx.155.1 re 500
Type escape sequence to abort.
Sending 500, 100-byte ICMP Echos to 192.xxx.2.11, timeout is 2 seconds:

Packet sent with a source address of 192.xxx.155.1

TREEELE e e et et v
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RN R AR AR AR AR AR AANY

Success rate is 100 percent (500/500), round-trip min/avg/max = 8/89/188 ms
IFUNNUUATONY 4G

Surat#ping 192.xxx.2.11 so 192.xxx.155.1 re 500

Type escape sequence to abort.

Sending 500, 100-byte ICMP Echos to 192.xxx.2.11, timeout is 2 seconds:

Packet sent with a source address of 192.xxx.155.1

EELEE T e e et e e e ey

Success rate is 100 percent (500/500), round-trip min/avg/max = 36/52/104 ms
HAAMATNYOIOATINTEINIUTDYATZH AT 0 18AI8NT Download ToyAUUIA

86.9 MB
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4G a1 1ums Download 13 W1%

Y 3 < 1
10) Waﬂl’ﬂﬂﬁ’]ﬂﬂﬁ3\1WﬁﬂTﬁﬁﬁ?ﬁ]ﬁﬂUllWﬂlﬂﬂﬂTﬂyjaﬁﬂﬂ Wireshark Llﬁﬂ\‘]ﬂ'ﬁﬁ\isﬂlﬂgﬁ

ICMP t1ag SNMP 5841719 PRTG 1) Router 81916154

No. Time Source Destination Protocol Info

1 0.000000 192.xxx.12.78  192.xxx.154.1 SNMP get-request

Frame 1 (133 bytes on wire, 133 bytes captured)

Ethernet I, Src: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc), Dst: 7c:ad:41:27:49:e3 (7c:ad:41:27:49:€3)
Internet Protocol, Src: 192.xxx.12.78 (192.xxx.12.78), Dst: 192.xxx.154.1 (192.xxx.154.1)

User Datagram Protocol, Src Port: 4780 (4780), Dst Port: snmp (161)

Simple Network Management Protocol

No. Time Source Destination Protocol Info

2 0.051743 192.xxx.154.1 192.xxx.12.78 SNMP get-response

Frame 2 (165 bytes on wire, 165 bytes captured)

Ethernet II, Src: 7c:ad:41:27:49:e3 (7c:ad:41:27:49:e3), Dst: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc)
Internet Protocol, Src: 192.xxx.154.1 (192.xxx.154.1), Dst: 192.xxx.12.78 (192.xxx.12.78)

User Datagram Protocol, Src Port: snmp (161), Dst Port: 4780 (4780)
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Simple Network Management Protocol

No. Time Source Destination Protocol Info

7 15.005923 192.xxx.12.78  192.xxx.154.1 ICMP Echo (ping) request
Frame 7 (74 bytes on wire, 74 bytes captured)

Ethernet II, Src: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc), Dst: 7c:ad:41:27:49:e3 (7c:ad:41:27:49:€3)
Internet Protocol, Src: 192.xxx.12.78 (192.xxx.12.78), Dst: 192.xxx.154.1 (192.xxx.154.1)
Internet Control Message Protocol

No. Time Source Destination Protocol Info

8 15.022059 192.xxx.154.1  192.xxx.12.78 ICMP Echo (ping) reply
Frame 8 (74 bytes on wire, 74 bytes captured)

Ethernet I1, Src: 7c:ad:4£:27:49:e3 (7c:ad:4£:27:49:€3), Dst: 00:21:9b:fa:a5:cc (00:21:9b:fa:a5:cc)
Internet Protocol, Src: 192.xxx.154.1 (192.xxx.154.1), Dst: 192.xxx.12.78 (192.xxx.12.78)
Internet Control Message Protocol
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Down Time 1AAYY 2 U7
MTBF = 1,440 119
MTTR =2 U1

unua luayms

>
Il

1,440 x 100
1,440 +2

A= 99.86 %
anunsouldnugavessviaiinieszuud1eq 4G Ao 99.86 %
HAAUAUMIVOUAT DUNBAIBFF traceroute 11AZ show bgp all neighbors
@UNUAT Y MPLS
Trang#traceroute 192.xxx.2.11 so 192.xxx.154.1
Type escape sequence to abort.
Tracing the route to 192.xxx.2.11
VRF info: (vrf in name/id, vrf out name/id)
1 10.xxx.224.25 0 msec 4 msec 0 msec
210.202.213.169 [AS 64549] 16 msec 20 msec 16 msec
310.202.213.170 [AS 64549] 56 msec 52 msec 52 msec
4 192.xxx.2.11 [AS 65058] 60 msec * 56 msec
Trang#sh bgp all nei
For address family: IPv4 Unicast
BGP neighbor is 10.xxx.224.25, remote AS 64549, external link
BGP version 4, remote router ID 10.xxx.112.1
BGP state = Established, up for 1d07h
FUNUUIATU1E 4G
Trang#traceroute 192.xxx.2.11 so 192.xxx.154.1
Type escape sequence to abort.
Tracing the route to 192.xxx.2.11

VREF info: (vrf in name/id, vrf out name/id)
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1 58.97.93.114 56 msec 60 msec 60 msec
2 192.xxx.2.11 60 msec * 60 msec
Trang#sh bgp all nei
For address family: IPv4 Unicast
BGP neighbor is 10.xxx.224.25, remote AS 64549, external link
BGP version 4, remote router ID 0.0.0.0
BGP state = Idle
nanagoununmlumsInuimanseviea1nings
wammﬁa%'ff@ﬂmmwmmwﬁamﬁuwm’%’aﬂhﬂﬁﬁﬂmﬁﬂé’mmmmiﬁﬂﬂm
1{#UN9AI8MT ping
I UNNUUATDU1Y MPLS
Trang#ping 192.xxx.2.11 so 192.xxx.154.1 re 500
Type escape sequence to abort.
Sending 500, 100-byte ICMP Echos to 192.xxx.2.11, timeout is 2 seconds:

Packet sent with a source address of 192.xxx.154.1

TREEELE e e e et e e

Success rate is 100 percent (500/500), round-trip min/avg/max = 16/23/144 ms
IFEUNNDUATOY 4G

Trang#ping 192.xxx.2.11 so 192.xxx.154.1 re 500

Type escape sequence to abort.

Sending 500, 100-byte ICMP Echos to 192.xxx.2.11, timeout is 2 seconds:

Packet sent with a source address of 192.xxx.154.1

TREEERE I e e e e e e e e errrrererenrernen
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TEEEERE I e e e e e e e v e g

Success rate is 100 percent (500/500), round-trip min/avg/max = 44/60/108 ms
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Abstract

This research paper presented the high availability branch
network backup systems using 4G mobile network technology.

The T thodol: isted of 1) designing high

3

availability branch network backup systems with 4G technology
regarding business cost, 2) installing and testing the Branch
network backup systems based 4G with PRTG system, and 3)
evaluating high availability of systems based on system
availability percentage calculation. The results showed that the
proposed network backup systems were able to replace the main

network ding to the calculation at 99.79% benchmark

Keywords: Branch Network Backup Systems, High
Availability, 4G Mobile Network Technology
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M3A9A1 Sensor FIHSUNMIATIVIUMIMNUVO VAU PRTG

1) 1890 Click here to create your first sensor Anive
T e G A o eI

- O e lap Dvm el Mo Vo gty

” PRYG TRaliie frspher

T O b o e s ot s

L rtaeens Eitan Mistiea TR Lt

?;', =) Y é! Y o a
2) NUUITUHI0VUN IHIINTAAN Next

Add Sencor Wizard I?

s
'

Welcome to the Add Sensor Wizard

Thig waizard wil guide pou step-by-slep thicugh the selup of rew sensor: far manilonng with PRTG Tealfc
Graphes.

Crealing new sentois involves thiee main sleps:

1, Selecting the dala acquesion bechralagy

2. Selecing the devica/seivel and scanming it fal avalable sereois

3. Selecting the new sensors and choosing a group 5 wel &t an inerval

Male IF pou ward PRTG Tialfic Grapher o sean poul nebsalk, automaticaly for SHMP enzhlad devices
pleases we the Automatic Metwork Discovery o craate SNMP based sensors.

Flease chck "Mext” o continue!

EAPAESSLER

| Mei> || Carcel |
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3) IWyimsiaen SNMP (Simple Network Management Protocol) 1AINaN Next

Add Sensor Wizard
Dala Acquisilion Type e
Pleass select the desred lechnalogy bo acquite monibaring dala ( 4

(=] SHNMFP (Simple Network Management Protocol)

) Packet Sniffing
) Netflow Collector
) Latency Monitoning

ir Aggregation

Help: SHMP [Simple Hetwork Management Prolocol]

[ <Bok || MNets || Concel ]

9
9 @ I
4) i Tsunswez IdidengUuuumsas199u Traffic 1didomilu Standard Traffic Sensor

1A21NIAAN Next

Add Sensor Wizard E|
SNMP Sensor Type Selection
Please select the desired sensor type @
0
(s) Standard Traffic Sensor
O SNMP Helper Sensor e L " T B

) From OID/MIB Library (a1 v|

{
(O Custom SNMP Sensor

Device Template N

Help: Standard Traffic Sensor

[ <Back |[  New> |[ cCancel |
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1 1 A o 1
5) %03 Device Name/Alias 1% 1@¥ov09g1nsaindosnisuaninaluniszuy uaz lugoes

IP Address/DNS Name 1914 IP Address ¥9491nT8i#if04n15 Sensor 11N1UATINTAA1 SNMP

Y
v 1

. . Y o A 4 S Aa
Community String 19331 uNAIA1 13 1uginTal router 1INUIUAGN Next >

Add Sensor Wizard

Device Selection
Please enter the device connection data

Device Name/Alias: ||

IP Address/DNS Name: | il

SNMP Version: * ¥1: Most commonly used. Try this one if you are not sure!
" W2e: Supports 64 bit counters [use this e.q. for Gigabit links)
" W3 Supports authentication and/or encryption

SNMP Port: 61 &
SNMP Community String: |public
Help

[ < Back H Next » I [ Cancel ]

[ 9
6) (11/9ilﬁ1mil’cd1®ﬂ interface ‘ﬁﬁ’mmﬁma%umi network traffic 9MNUUAAN Next >

Add Sensor Wizard E|
Sensor Selection
Please select the sensors to create @
J
#1 [I; e T} Software _Lnank, Em_necled—.‘l 0000 k_hfs, 2hit Counter
#2[ iter for WMnet8), Ethernet, Connected, 100000 kb/s, 32bit Counte
#3 et for VMnetl |, Ethernet. Connected. 100000 kb/s. 32bit Counte
v H thernet - Packet S cheduler Miniport), Ethemet, Connected, 100

#5(E Driver - Packet Scheduler Miniport], Ethernet, Mot Connected, 70

[[] Hide ports with existing sensors

Select the value to monitor: | Bandwidth ~

Info:

Connected to "Hardware: 86 Family € Model 23 Stepping 10 AT /AT COMPATIBLE - Software; Windows 2000
‘Wersion 5.1 [Build 2600 Multiprocessor Free]

Name: PFENGINE —
Contact: “

|2

[ < Back " ldext » ] [ Cancel ]
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7) 1890 Finish Lﬂuﬂﬁlﬁi%ﬁuﬂﬁﬂﬂﬂW
Add Sensor Wizard

Additional Settings
Please select the sensor settings
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Insert Into Sensorlist Below: Sensorg
Create New Subgroup |'3°mDUt9'1
Scanning Interval [s] |3IJ

Tags [comma separsted): |

<Back || Frish | [ Cancel
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router bgp 102

bgp log-neighbor-changes

ANGENE]

network 10.1.x.0 mask 255.255.255.0

network 192.xxx.0.0 mask 255.255.255.0
network 192.xxx.2.0 mask 255.255.255.0
neighbor 10.2.x.2 remote-as 202

neighbor 10.2.x.2 soft-reconfiguration inbound
1599 }

router v uFelyl

router bgp 102

gy }

bgp log-neighbor-changes

e }

network 10.1.x.0 mask 255.255.255.0

network 192.xxx.0.0 mask 255.255.255.0
network 192.xxx.2.0 mask 255.255.255.0
neighbor10.2.x.2 remote-as 202

neighbor 10.2.x.2 soft-reconfiguration inbound

#1504 }

{ MUUA As number HANNIFOUAD AV

{mvualdidunialvulasldidunia

{ MAUA IP network WAN }

{ MuuA IP network LAN d1inaiulvigg }
{ M¥UA IP network LAN d11na1UaIv }
{ MU UAFUNITIUABIAIY As number }

< Yy o Y
{ dalvidremsviiauvesszuu lidunig

{ MHUA As number HANNIFOUAD AN

{mvualdidunialvulasldidunia
{ MYUA IP network WAN Nd0915 |

{ M¥UA IP network LAN dinaiulvg }

{ MYUa IP network LAN d@11n1ua11 }

{ MUUAFUNIITUABIAE As number }

{ Ml dremsviauvesszuulaidunia
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o ¥ o W

Hagamaadninan Inireudonuavdyy
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router NN THgY

router bgp 103

bgp log-neighbor-changes

9 =S
VUAYY }

{ MAUA As number HANTNFOUADEIVT }

fovualdidunislvulasldidunig
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network 10.1.x.0 mask 255.255.255.0

network 192.xxx.0.0 mask 255.255.255.0
network 192.xxx.3.0 mask 255.255.255.0
neighbor 10.2.x.3 remote-as 203

neighbor 10.2.x.3 soft-reconfiguration inbound
d1509 }

router ﬁmmé’mu

router bgp 103

Inay }

bgp log-neighbor-changes

TR}

network 10.1.x.0 mask 255.255.255.0

network 192.xxx.0.0 mask 255.255.255.0
network 192.xxx.3.0 mask 255.255.255.0
neighbor 10.2.x.3 remote-as 203

neighbor 10.2.x.3 soft-reconfiguration inbound

715049 }

{ MMUA IP network WAN }

{ M¥UA IP network LAN d1inaulng }
{ M¥UA IP network LAN d1nauanan }
{ My uAdUN1UA8IAI8 As number }

{ Ml dremsviauvesszuulaidunia

{ F1MUA As number HANNFOUADA1INIIU
o Y 9 1 Yy 9
{mvualsidunialvylaelsidunia

{ MYIUA IP network WAN fidoams }

{ MuuA IP network LAN d1inaulvig) }
{ M¥IUA IP network LAN d1UAIUE1V1 }
{ M UAFUNT1UABIAI8 As number }

{ Malidremsviauvesszuuldidunia
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pagamded ninnulniiFouaenumnaynsaIns

Q
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router NAMINNU gy

router bgp 104

bgp log-neighbor-changes

e )

network 10.1.x.0 mask 255.255.255.0

network 192.xxx.0.0 mask 255.255.255.0
network 192.xxx.4.0 mask 255.255.255.0
neighbor 10.2.x.4 remote-as 204

neighbor 10.2.x.4 soft-reconfiguration inbound

71504 }

{ MAUA As number HANNIFOUADAIVT }

{mvualdidunialvulasldidunia

{ MyiUA IP network WAN }

{ M1UA IP network LAN d1inailvigy }
{ M¥UA IP network LAN d11n1UaIv }
{ SMuAdUNII91uReIAI8 As number }

{ Falédremsriiauvesszuuliidunia
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router ﬁmmawimm

router bgp 104

Tvigy }

bgp log-neighbor-changes

e }

network 10.1.x.0 mask 255.255.255.0

network 192.xxx.0.0 mask 255.255.255.0
network 192.xxx.4.0 mask 255.255.255.0
neighbor 10.2.x.4 remote-as 204

neighbor 10.2.x.4 soft-reconfiguration inbound

1599 }

{ MYUA As number HANNFOUADF1TNINU
{mvualdidunialvulasldidunia

{ MAUA IP network WAN ‘ﬁc?fmmi }

{ M¥UA IP network LAN dninaiulvg }
{ M¥IUA IP network LAN d11n1UaIv }
{ MU UAFUNITIUABIAIY As number }

< Yy Y o Y
{ dalvidremsvitauvesszuu lidunig
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router fidinau g

router bgp 105

bgp log-neighbor-changes

e }

network 10.1.x.0 mask 255.255.255.0

network 192.xxx.0.0 mask 255.255.255.0
network 192.xxx.5.0 mask 255.255.255.0
neighbor 10.2.x.5 remote-as 205

neighbor 10.2.x.5 soft-reconfiguration inbound
#1399 }

router fiau1uATUg

router bgp 105

gy }

bgp log-neighbor-changes

9 =S
VNUAYY }

Tnsiouaenuaivnuaslyy

{ MAUA As number HANNIFOUADAIVT }

{mvualdidunialvulasldidunia

{ MYUA IP network WAN }

{ M¥UA IP network LAN dinaiulvg }
{ M¥UA IP network LAN d1nauanan }
{ My UAFUN T UABIAI8 As number }

{ Ml dremsviauvesszuulaidunia

{ F1HUA As number HANNIFOUADA1INIIU

fovualdidunislvulasldidunig



147

network 10.1.x.0 mask 255.255.255.0

network 192.xxx.0.0 mask 255.255.255.0
network 192.xxx.5.0 mask 255.255.255.0
neighbor 10.2.x.5 remote-as 205

neighbor 10.2.x.5 soft-reconfiguration inbound
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network 10.1.x.0 mask 255.255.255.0

network 192.xxx.0.0 mask 255.255.255.0
network 192.xxx.6.0 mask 255.255.255.0
neighbor 10.2.x.6 remote-as 206

neighbor 10.2.x.6 soft-reconfiguration inbound
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network 10.1.x.0 mask 255.255.255.0

network 192.xxx.0.0 mask 255.255.255.0
network 192.xxx.6.0 mask 255.255.255.0
neighbor 10.2.x.6 remote-as 206

neighbor 10.2.x.6 soft-reconfiguration inbound
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network 10.1.x.0 mask 255.255.255.0

network 192.xxx.0.0 mask 255.255.255.0
network 192.xxx.7.0 mask 255.255.255.0
neighbor 10.2.x.7 remote-as 207

neighbor 10.2.x.7 soft-reconfiguration inbound
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network 10.1.x.0 mask 255.255.255.0

network 192.xxx.0.0 mask 255.255.255.0
network 192.xxx.7.0 mask 255.255.255.0
neighbor 10.2.x.7 remote-as 207

neighbor 10.2.x.7 soft-reconfiguration inbound
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network 10.1.x.0 mask 255.255.255.0

network 192.xxx.0.0 mask 255.255.255.0
network 192.xxx.8.0 mask 255.255.255.0
neighbor 10.2.x.8 remote-as 208

neighbor 10.2.x.8 soft-reconfiguration inbound
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network 10.1.x.0 mask 255.255.255.0

network 192.xxx.0.0 mask 255.255.255.0
network 192.xxx.8.0 mask 255.255.255.0
neighbor 10.2.x.8 remote-as 208

neighbor 10.2.x.8 soft-reconfiguration inbound
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network 10.1.x.0 mask 255.255.255.0

network 192.xxx.0.0 mask 255.255.255.0
network 192.xxx.9.0 mask 255.255.255.0
neighbor 10.2.x.9 remote-as 209

neighbor 10.2.x.9 soft-reconfiguration inbound
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network 10.1.x.0 mask 255.255.255.0

network 192.xxx.0.0 mask 255.255.255.0
network 192.xxx.9.0 mask 255.255.255.0
neighbor 10.2.x.9 remote-as 209

neighbor 10.2.x.9 soft-reconfiguration inbound
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network 10.1.x.0 mask 255.255.255.0

network 192.xxx.0.0 mask 255.255.255.0
network 192.xxx.10.0 mask 255.255.255.0
neighbor 10.2.x.10 remote-as 210

neighbor 10.2.x.10 soft-reconfiguration inbound
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network 192.xxx.0.0 mask 255.255.255.0
network 192.xxx.10.0 mask 255.255.255.0
neighbor 10.2.x.10 remote-as 210
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network 10.1.x.0 mask 255.255.255.0
network 192.xxx.0.0 mask 255.255.255.0
network 192.xxx.11.0 mask 255.255.255.0
neighbor 10.2.x.11 remote-as 211

neighbor 10.2.x.11 soft-reconfiguration inbound
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network 10.1.x.0 mask 255.255.255.0
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neighbor 10.2.x.11 remote-as 211
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