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Independent Study title:  Prototype Development of IT Audit and Quality Control for
Truck Dealer Business Based on IT Governance and COBIT
Framework
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Abstract

This study aims at these 2 objectives :1 . To design and develop an IT
quality control system for truck dealing business 2. To generate and assess prototype
of an IT system for external audition based on the following Deming Cycles 1 .
Planning: Information and report gathering , data integration into the system. 2. Do:
Developing the IT system standardization. 3 . Checking : the system security and
permission. 4. Act: Improving appropriate operation which includes standard scoring
, improving user interface, data entry. The data used for system development include
IT quality check list , document control and evidence used in IT system control ,
Using Microsoft Excel and Microsoft Access application in order to generate
assessment tools for the IT department.

It has been found that the developed quality control tool can decrease
some deficiencies and can better control the quality of the IT system. Acceptance by
external auditor based on IT governance and IT Cobit frame work has been achieved.

Keywords: Prototype development, Quality control IT audit, Truck dealer business
based, COBIT 5, IT Governance
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BUSINESS OBJECTIVE

4 0

IT GOVERNANCE

TS

M1 monitor the peocesses

M2 assess internal control adequacy
M3 obtain independent assurance

M4 provide for independent audit

PO1 define a strategic IT plan

PO2 define the information architecture

PO3 determine technological direction

PO4 define the IT organisation and relationships
PO5 manage the IT investment

PO6 communicate management aims and direction
PO7 manage human resources

PO8 ensure compliance with external requirements
PO9 assess risks

PO10 manage projects

INFORMATION PO11 manage quality

o

A o effectiveness
® efficiency
® confidentiality

® integrity

® availability

® compliance

® reliability PLANNING &
v ORGANISATION

MONITORING

IT RESOURCES

® people

® application systems
@ technology

® facilities

® data

DELIVERY &
ACQUISITION &
SUPPORT

| \_/IMPLEMENTATION
DS1 define and manage service levels

DS2 manage third-party services

DS3 manage performance and capacity
DS4 ensure continuous service

DS5 ensure systems security

DS6 identify and allocate costs

DS7 educate and train users

DS8 assist and advise customers Al1 identify automated solutions

DS9 manage the configuration AI2 acquire and maintain application software
DS10 manage Problems and incidents AI3 acquire and maintain technology infrastructure
DS11 manage data Al4 develop and maintain procedures

DS12 manage facilities Al5 install and accredit systems

DS13 manage operations Al6 manage changes

NN 2.3 NIoUNIATIIU IATA

N wWWww.isaca.org
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Number of actual
[T incidents with
business impact

Performance Metric
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IT Goal Process Goal
Maintain Ensure that IT services
enterprise can resist and Detuelglarl[rﬁgrrigséglve
reputation and recover from
leadership. attacks. access.

W—

Number of actual
incidents because
of unauthorised
access

Performance Metric

Frequency of
review of the type
of security events
1o be monitored

Performance Metric
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MINAATIVADUAUEITAUINS

Mau 51ﬂﬂ$!§ﬂﬂﬂ1§ﬂﬁ’J‘i]ﬁi’)‘lJ‘VnQé]I"IHﬂ]iﬂu!ﬂﬂ

1 Windows Operation system supporting Navision Application : § 8‘1J‘1J‘1Jf] 1UANS ﬁ
afayumsnanuueslilsunsunlszgnd Navision

2 Windows Operation system supporting Domain Controller :3 $‘U‘1J1]f]‘uwam’i ﬁlﬁ Hua U
ﬂﬁﬁNWHﬂﬂﬂﬂWiﬂ’JUﬂNﬂi’)ﬂ’c’f@‘ﬂﬂWilélgﬁﬁ\ﬁ%‘iJ‘IJ!ﬂ?@‘lhﬂ

3 IT Organization Chart: e lnseariaununasauma

4 Network Diagram: TasaaramsienTosszuninieae

5 IT Project Plan with status: UHUOUMUET FUNALA T IUE 1ATINS

6 IT Project Plan for Year Ending March 2017:UHUOUM AT AUNANT DU EDIUE
ogaiu

7 Information Security Policy Ref No.IT/001/2551: wleeanuiaenfenearsaung

8 IT Backup Policy" as of January 2009 or currently: gmumiﬁﬁm%ya

9 IT Security / ID and Password Control" as of 01/07/2007 or currently: N13AIUAU
Alaunaz swarg

10 IT Security / Server Room Access Policy" as of 31/07/2013:uTeneanulasanems
degudneuiiaes

11 IT Standard Regulation" as of 28/02/2008 or currently: 5211 auﬂﬁu‘“ﬁﬁmmsaumﬁ

12 Access Log Review Procedure: n3¥12UM3Ins1aouilsziamsiih sengud
ADUNIADS

13 Change Management Procedure: N3¥1IUM3 M3V3HIsMInfasunas

14 Screenshot: IT Policy on Intranet: ‘L!TEJTHEJ@]'N@] suasaumaly Intranet ¥9309ANT

15 Backup Restoration Procedure: vupeumsdseadoya wazmahdeyanduinly
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A .
AT NN 3.2 (7D)

aav 518@3!589]ﬂ]iﬂi?i’lﬁi’)ﬂ‘i’l"ﬁgﬁuﬁ"ﬁﬁuﬂlﬂ

16 ITRO07 MSM IT Standard Regulation: V.3: ﬂgizl‘ﬁ aummgmﬁ'mmaaumvs’l

17 IT Backup Log of NAVISION application system: ﬁuﬁﬂﬂﬁﬁﬁmﬁl’fﬂyammﬁwu
Navision

18 Screenshot of backup tool showing schedule of backup of ERP: “ri‘ﬁ}m’e]l;ﬂd’ulmﬁﬂﬁal%ﬁlu
m3drsetoya

19 Screen shot showing last update of job schedule on ERP: N1N99UEAIAI19AIT Run
Job 00 Tu1iA

20 Business Continuity Plan with sign-off by management: uwu@imﬁmmwsﬁ%ﬁauf
udn

21 Disaster Recovery Plan with sign-off by management: LHU13 paMUaNsa umﬁﬁ
QIR

22 BCP or DRP Testing Result with sign-off by management : wamﬁammwimﬁmmq
FINAAZUNUAITOIR AT HUNA

23 Backup Restoration Testing Result: wamimﬁafuﬂﬁ’c’?ﬁm%y’auazﬂﬁﬁ Elﬂﬂﬁl‘lJ"’lslem“a

24 Server Room Visitor Log Book: 1iufinmsiinesniieanauiiunes

25 List of authorised persons generated from fingerprint system.: 518%6@3? ans lumsiin
Audvoya fleenunnnszuumsiituaeiiaile

26  Request to add/change/delete access to server room.: 1LUBNFIAL YSunlaeu nazay
Tuszuumsmuqumsiiiesngudnouiiunes

27 Review of Server Room Visitor Log Book to present: NUNIULAZATIVTDUMNT 1990
Audneuiiwesiayihauesednitvaoy

28 Review validation and permission of access to server room to present. NUNIULAZATID

4 a J o
ﬁ"t]’UﬂWiL"lBﬁ’E]’E]ﬂﬁuEJﬂ@NW?Lﬁﬁ]i!LﬁguW!ﬁu@
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A 518]@&589]ﬂ]iﬂi?i’lﬂi’)ﬂ‘l’l”lﬂéﬁﬂﬁ”liﬁﬂ!ﬂﬂ

29-31 Maintenance Report or request record of environment control in the server room.

a) Air Request record from General Affairs: Lﬂﬂﬁﬁﬂﬁ“ﬁ’f)llﬁﬁﬂlﬂ%ﬂﬂﬂ%ﬂmmﬁ

4 a 4
lugudnoniinos

b) UPS Maintenance Report from vendor: tona1smssontigunsesdises luih

omalugudnouiianes

32 Sample of access log from finger scan system: A7981990yANFAUNUIT1-DONH O

a s A a3 2
ADUNAADT ﬁf]’E]ﬂlﬂ%’lﬂigUUﬂ1§LﬂUﬁ1&lu3lﬁ@

4 o 4
33 List of current employees: FI0FONINNUYDIDIANT

34 List of transferred: 5190 Toudeowiinaiuszyiinal

35 List of resigned employees: 318%0W1NNIUA0ONTLH I

36-38  List of user accounts with their properties: SevenHnNUnIanaNsMIIFUsTUY

A9

a) NAVISION Application: an5a199 1um31991145201 ERP Navision

b) SQL Database supporting NAVISION Application: 3¢ UUJ 11!61911613@13 AT

Navision

39-41  Screenshot of password configuration on the following systems: 119901309

U ) 1 % dq’
s11aw1u1usxuumnqmu

a) NAVISION Application: 321U ERP Navison

b) SQL Database supporting NAVISION Application : 3¢UUY 11!%91}@39'&%@@ ERP
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A '
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518@5!589]ﬂ]iﬂi?i’lﬂi’)ﬂ?’l”lﬂglj]uﬁ”liﬁulﬂﬂ

Review access log of the followings,@339@0uisz Jamsinlynuve sszuuagg el

a) NAVISION Application:3¢1J1) ERP Navisioin

b) SQL Database supporting NAVISION Application :3¢ U3 m%gamm ERP

¢) Windows Operating System supporting NAVISION Application : 3¢ U1J i1 ﬁ VA3

AIVUEYUNITHINUYDI ERP Navison

d) Windows Operating System supporting Domain Controller : & 1 U 1/ f] VANIS

anvayuMIAIaN Tawy

47-51

IT Request Form for add/change/delete user accounts from April 2015 to present:

v A a = v v ' v A
ﬂ]iii’)x‘lslli’)‘l‘i«llii’)\islli’)ﬂﬂ"ﬁ i iasuag av ﬂlﬂﬂﬁéﬂ‘lﬁ]ﬂiﬂi%ﬂﬂﬂﬁﬂ NU

a) NAVISION Application:3¢1J1) ERP Navisioin

b) SQL Database supporting NAVISION Application :3¢ U3 11!61911’613@1611@& ERP

¢) Windows Operating System supporting NAVISION Application : 3¢ U1 “IJ;;Q] SICTRE]

MIVUEYUNITNINUYDI ERP Navison

d) Windows Operating System supporting Domain Controller : & 1 U 1/ f] VANIS

atuayumMInIuu Tamuy

52-56

Review validation and permission of user accounts from April 2015 to present

a) NAVISION Application:3¢U1 ERP Navisioin

b) SQL Database supporting NAVISION Application: 3¢ UUY mﬁﬁ}ay,aﬁum ERP

¢) Windows Operating System supporting NAVISION Application : 3¢ U1 “IJ;;Q] SICTRE]

AMIVUEYUNITNINUYDI ERP Navison

d) Windows Operating System supporting Domain Controller: 3% U 1 il ﬁ ICRRE

atuayumMInIunu Tamuy
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518@5!589]ﬂ]iﬂi?i’lﬂi’)ﬂ‘i’l”lﬂglj]uﬁ”liﬁuﬂ’lﬂ

E-mail from HR informing employee movement :1 ffﬂﬁ IUIAHNYDIAANIBUADIN

Sample of Access log or transaction log :f0e91)52 JAM319NDITz UMY

a) NAVISION Application:3¢1J1) ERP Navisioin

b)SQL Database supporting NAVISION Application: 3¢ 113 11!61911613%1611@& ERP

¢) Windows Operating System supporting NAVISION Application& U1 1/ f] VAN

AIVUEYUNITNINUYDI ERP Navision

d) Windows Operating System supporting Domain Controller: 5 U 1 il ﬁ SICRIRE]

anvayuMIAIaN Tawu

63

NAVISION Application User Matrix (last update with management sign-off): #1313

9
AnTa19 ¥09 15UV UTZV Navision WEoUNINTOYNANNAUTHIS

64

All document regarding to Navision Application change to present: (9 NT 19 NIINUNIT

wasunaalulisunsuilszynd

65

All document regarding to system change (upgrade of operating system or database) to
present ,such as the following-Quotation form Vendor- PO and quotation with approval —
Network relocation design Moving schedule and announcement : 19N & 17 MneIveen
A v a oa A 9 1 y 9 )
msasunag ewmimwuﬂgmmimagmmaya L‘Bu1ﬂlﬁu651ﬂ1§]1ﬂﬁﬂ1 luds

4” Ay Yo o
G])’ﬂﬂhlﬂiﬂﬂﬁﬂullﬂ
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List of invoice numbers with following details -invoice number / invoice date /
. . 9 o w PR
customer-invoice creator-amount-post date: U9 a318N15 lumnuaid s9dsenou Ul“lJ

Y A o w = v A 9 A v o A
A mun lumnunid / 3uf /RﬁGBQWHﬂﬁiNi1ﬂﬂ15 / AUNWIUTIYNT

67

Invoice Number series: gaauena1s lumnumbluszuy
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A 518]@&589]ﬂ]iﬂi?i’lﬂi’)ﬂ‘l’l”lﬂéﬁﬂﬁ”liﬁﬂ!ﬂﬂ

68-74 a) GL Transaction Field required-Document Number — Documents type-GL Account

Number —Account Name / Description-Transaction Detail /Description Amount Debit/

Y]

Amount Credit-Enter date —Posting date-Enterer. oY A1] ﬂJU%LLEJﬂ“IJ TN

U

b) April - December :JoyatiyFueniszimnvouasu wiew 19 FuNAY

Y = A 2R A
¢) January - March: Gllﬂialjﬂ‘]_liyﬂﬂ!ﬂﬂﬂimﬂ‘ﬂﬂlﬂﬂm@umﬂi"lﬂll N UUIAY

d) Trial Balance(TB) generated from Navision: 19 Yyadunaaoey NovnAu191N

Tusunsuilszynd

. 9 A ~ A Y
¢) End of March previous year :suayjaqumaamauumﬂuﬂmm:1

nudn

2

) End of December previous year :%’ayammam;ﬁauﬁ’mmu

2) End of March current year Goyaiunaasufouimauilfagiu
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Request Document
1. 05 & DB Configuration Request

Request Date

Responsibility

1.01 |Windows operating system supporting NAVISION Application 9-Feb-2016 Dumrong
1.02 |Windows operating system supporting Domain Controller 9-Feb-2016 Dumrong
2. IT Policy, Organization and general control
2.01 [IT Organisation Chart 9-Feb-2016 Kawin
2.02 |Metwork Diagram 9-Feb-2016 Dumrong
203 |IT Project Plan for Year Ending March 2016 with status 9-Feb-2016 Kawin
204 |IT Project Plan for Year Ending March 2017 9-Feb-2016 Kawin
205 |"Information Security Policy Ref Mo IT/I001/2551" O0-Feb-2016 Kawin
2.06 |"IT Backup Policy” as of January 2009 or currently 9-Feb-2016 Paisan
2.07 |7IT Security / 1D and Password Control™ as of 010772007 or currently 9-Feb-2016 Kawin
2.08 |"IT Security / Server Room Access Policy” as of 31/07/2013 9-Feb-2016 Kawin
2.09 |"IT Standard Regulation™ as of 28/02/2008 or currently 9-Feb-2016 Kawin
2.10 |Access Log Review Procedure 9-Feb-2016 Winit
211 |Change Management Procedure 9-Feb-2016 Kawin
212 |Screenshot IT Policy an Intranet 9-Feb-2016 Dumrang
213 |Bakcup Restoration Procedure O-Feb-2016 Paisan
214 [ITROO7 MSMIT Standard Regulation V.3 0-Feb-2016 Kawin
3. 1T Operation
3.01 |7IT Backup Log™ of NAVISION application system 9-Feb-2016 Kawin
* Selected Sample: 20 - 24 April 2015, 13-17 July 2015 and 18 - 22
January 2016
3.02 |Screenshot of backup tool showing schedule of backup of NAVISION 9-Feb-2016 Kawin
Application System
3.03 |Screenshot showing last update of job schedule on NAVISION Application| 9-Feb-2016 Kawin
3.04 |Business Continuity Plan with sign-off by management 9-Feb-2016 Kawin
3.05 |Disaster Recovery Plan with sign-off by management 9-Feb-2016 Kawin
3.06 |BCP or DRP Testing Result with sign-ff by management 9-Feb-2016 Kawin
3.07 |Backup Restoration Testing Result 9-Feb-2016 Kawin
4. Physical Security
4 01 |"Server Room Visitor Log Book™ from April 2015 to present 9-Feb-2016 Paisan
4.02 |List of authorised persons generated from fingerprint system 0-Feb-2016 Winit
4.03 |Request to add/ichange/delete access to server room from April 2015 to 9-Feb-2016 Winit
present
4 04 |Review of Server Room Visitor Log Book from April 2014 to present - Winit
405 |Review validation and permission of access to server room fram April O-Feb-2016 Winit
2014 to present
4 06 |Maintenance Report or request record of environment control in the - -
senver room, from April 2015 to present
a) Air, Reguest record from General Affirs 9-Feb-2016 GA Kawin

M 3.2 msriademsasrvaenlu 8 A 1INNNEATIVABDITIUTTAUNA
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Request Document Request Date Responsibility

5. Information Security
5.01 [List of current employees 9-Feb-2016 Kawin/HR
5.02 |List of transferred employees from April 2014 to January 2015 9-Feb-2016 Kawin/HR
5.03 |List of resigned employees from April 2014 to January 2015 9-Feb-2016 Kawin/HR
5.04 [List of user accounts with their properties - Dumrong

* including description (owner's name), status, last login, role, password

parameters, last password change (if any)

a) NAVISION Application 9-Feb-2016 Winit

b) S0L Database supporting NAVISION Application 9-Feb-2016 Winit
5.05 [Screenshot of password configuration on the following systems, -

a) NAVISION Application 9-Feb-2016 Winit

b) S0OL Database supporing NAVISION Application 9-Feb-2016 Winit
506 [Review access log of the followings, - Winit

* Selected Sample: August 2015 and December 2015

ay MAVISION Application 9-Feb-2016 Winit

b) SCQL Database supporting NAVISION Application 9-Feb-2016 Winit

c) Windows Operating System supporting MAVISION Application 9-Feb-2016 Dumrong

d) Windows Operating S3ystem supporting Domain Controller 9-Feb-2016 Dumrong
5.07 |IT Request Form for addichange/delete user accounts from April 2015 to - -

present

a) NAVISION Application 9-Feb-2016 Paisan

b) S0L Database supporing NAVISION Application 9-Feb-2016 Paisan

C) Windows Operating System supporting MAVISION Application O-Feb-2016 Paisan

d) Windows Operating System supporting Domain Controller 9-Feb-2016 Paisan
5.08 [Review validation and permission of user accounts from April 2015 to - -

present

ay MAVISION Application 9-Feb-2016 Winit

b) SCQL Database supporting NAVISION Application 9-Feb-2016 Winit

c) Windows Operating System supporting MAVISION Application 9-Feb-2016 Dumrong

d) Windows Operating System supporting Domain Controller 9-Feb-2016 Dumrong
5.09 |E-mail from HR informing employee movement (newfransferriresign) of O-Feb-2016 Kawin/HR

August 2015 and December 2015
510 [Sample of Access log ortransaction log on 1 April 2015 - -

a) NAVISION Application 9-Feb-2016 Winit

b) 3CQL Database supporting MNAVISION Application O-Feb-2016 Winit

c) Windows Operating System supporting MAVISION Application 9-Feb-2016 Dumrong

d) Windows Operating System supporting Domain Controller 9-Feb-2016 Dumrong
511 |MNAVISION Application User Matrix (last update with management sign-off) | 9-Feb-2016 Kawin

il 3.2 msreidemsasavaenlu 8 A 1IN NEATINARDITVUTITAUNA

Tuzduuydnwa (de)
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Request Document Request Date Responsibility

6. System Change Control

6.01 |All document regardings to Navision Application Change from April 2015 9-Feb-2016 Kawin
to present, such as the followings,
-IT Request Form

- Memo and Quotation approval

- Senice Log Sheet

~Tuuganil Ty

6.02 |All documenst regarding to System Change (upgrade of Operating 9-Feb-2016 Kawin
System or Database) from April 2015 to present, such as the following
- Qiotation from vendaor

- PO and Quotation with approval

- Metwork relocation design

- Moving Schedule and annoucement

- UAT with vendar

7. Application Control - NAVISION

7.01 |List of invoice numbers from 1 April 2015 to 31 January 2016 with the 9-Feb-2016 Kawin
following details,
-invoice number
-invoice date

- customer

- invoice creator
- amount

- post date

7.02 |Invoice Mo, Series 9-Feb-2016

8. Journal Entry Testing

8.01 |GL transactions - Kawin

Field P quired

- Dacument Mumber

- Document Tupe

- GL Account Number

- Account Mame ! Dezcription
- Transaction Detail | Description
- Amourt Debit

- Amount Credit

-Ertered Date

-Posting Date

- Enterer

A 3.2 myiademsasiedenlu 8 M 1NN IERTIITOUSTIUAT AN

Tuzthiy 8o na (de)

PNNMNA 3.2 vzimstanaziiangumsasnaeueendiu 2 dau fe
(1) m/'qﬁaéz’fa?my'zﬁammmaﬁamzﬂummumﬂ s M laens
V¥ a%0u1910 check List Requisition ﬂ7ﬂl§j¢)iﬂﬂﬁ’ﬂﬂizﬂﬂﬁ’ﬁﬁ’ulﬂﬂﬁdﬁy
1) Operation system & Database Configuration Request (1150
ATI9AOUTZULYGUANT UagTE YU IUToYa)
Y) IT Policy Organization and general control (N13AIUAN 1/7'/3 1/
Tumuu lorneduasaumna)

A) IT Operation (MIAUTUIIUANG NNMUAITAUNA)
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d) Physical Security (ﬂ?7ﬂﬂﬁ@ﬂﬁﬂﬂ7dﬂ7ﬂﬂ7w)
%) Information Security (A1Waases lududoya)
) System Change Control (M3AIUANMIYTunlaeussu)
A o
%) Application Control (M3AIUANMT 15311 T1sunsuilszgnd)
%) Journal Entry Testing (MSNAAOUTLUUMTANIUANIYT)
2) uivriatedeslu s wate lng lumsasrnaeussyumsaums
Taen15111137031910 check List Requisition 74 ¥198808910M15 NUAANTIGNITAITATIVABY
Y
AMMINYONTZUUAITAUNANG 8 A1 74 518017 DINAATIVAOUA LA 1TAUNE
2) @U5ENOUVINTLUUATIVAOUNIATYIUTL YA 1T AUNA
(1) sevuanuiaeasis lumsdnlvau
4 Y9 9 U 4
(2) 3EUUMSATNA T (User) agngy (GROUP) n13 15311
(3) sTUUMIAIMUAANTNT IHIY
) szyumsiuiindeya
Aa o
(5) TLUVLAANHANTUATISHADIUSUINT T IUYONTL YT 1T AUNE
(6) TLUVTINIUADIUENINTFIUVONTSUYAITAUNG
1.2.2 WAN3ZUUATIVABUNINIFIUILUVA1TaUNA
=1 =l [ dy
swazivenndil
o o 9 '3 v 9 1 v 9 9
1) ¥niIensnsI9aey 8 A IUIasIT008 74 HITOINNNANTIVAOY
=1 ) o
sevvarsaumalumsn WdwmyayriimsiuiinaslussvuasnaeuuinsgIussyy
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D | Groupl ltem | Description | objective | Linkdoc

1 1 1.01 Windows operating system supporting NAVISION Applica

2 1.02 Windows operating system supporting Domain Controller

3 2.01/IT Organisation Chart To check the structure of IT Manpow document\? 01 T Organ
4 2.02 Metwork Diagram To check the nework design document'2.02 Network
5 2.03/IT Project Plan for Year Ending March 2016 with status  Auditor would like to check for the gu document'2.03 IT Projec
6 2.04 IT Project Plan for Year Ending March 2017 document\? 04 IT Projec
7 2.05 "Information Security Policy Ref Mo [T/001/2551" document\2.05 Informati
8 2.06/"IT Backup Policy” as of January 2009 or currently document'2.06 IT Back.

[RC TN ST G TR N TR A A [ U W U U U o U
B =T A= - R A= RS RE SRS R S R R 1]

1
2
2
2
2
2
2
2
2
2
2
2
2
2
2
3
3
3
3
3
3
3
1

2.07 "T Security /1D and Password Contral” as of 01/07/2007 «
2.08"T Security / Server Room Access Policy” as of 31/07/20
2.09 "IT Standard Regulation” as of 28/02/2008 or currently

2.1 Access Log Review Procedure
2.11 Change Management Procedure
2.12 Screenshot: IT Policy on Intranet
2.13 Bakcup Restoration Procedure
214 ITROOY MSM IT Standard Regulation V.3

3.01 T Backup Log" of NAVISION application system

3.02 Screenshot of backup tool showing schedule of backup of
3.03 Screenshot showing last update of job schedule on NAVIE
3.04 Business Continuity Plan with sign-off by management
3.05 Disaster Recovery Plan with sign-off by management

3.06 BCP or DRP Testing Result with sign-ff by management
3.07 Backup Restoration Testing Result
4.01"Server Room Visitor Log Book™ from April 2015 to presen

STD

| Evidence | checklist | indicator |auditorcommenl| Period |

2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016

000000000 0O RREREOO

O00O00000xOO0O0O00O00O0nO
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Group: [ ltem: | Description: | Evidence | checklist [Commel Period: [ indicatorx: Linkdoc:
1 1.01 Windows operating system supporting NAVISION Application 0 2016 P documen
1 1.02 Windows operating system supporting Domain Caontraller | 2016 50 documen
2 2.01 IT Organisation Chart O 2016 _- documen
2 2.02 Network Diagram O 2016 I Cocumen
2 2.03 IT Project Plan for Year Ending March 2016 with status O 2016 I cocumen
2 2 04 IT Project Plan for Year Ending March 2017 | 2016 I ciocumen
2 2.05 "Information Security Policy Ref Mo [T/001/2551" O 2016 I cocumen
2 2.06 "IT Backup Policy" as of January 2009 or currently 0 2016 I cocumen
2 2.07 "IT Security / 1D and Password Control” as of 01/07/2007 or currently ] | 2016 T documen
2 2.08 "IT Security / Server Room Access Policy” as of 31/07/2013 O O 2016 _ documen
2 2.09 "IT Standard Requlation" as of 28/02/2008 or currently ] 2016 T documen
2 2.1 Access Log Review Procedure O 2016 I cocumen
2 2.11 Change Management Procedure ] | 2016 T documen
2 2.12 Screenshot: IT Policy on Intranet ] O 2016 _ documen
2 2.13 Bakcup Restoration Procedure O 0 2016 50 documen
2 2.14 [TRO07 MSM IT Standard Regulation V.3 ] | 2016 T documen
3 3.01"IT Backup Log" of NAVISION application system O O 2016 _ documen
3 3.02 Screenshot of backup tool showing schedule of backup of NAVISION Ay O 0 2016 T documen
3 3.03 Screenshot showing last update of job schedule on NAVISION Applicati O O 2016 T documen
3 3.04 Business Continuity Plan with sign-off by management ] | 2016 T documen
3 3.05 Disaster Recovery Plan with sign-off by management ] O 2016 _ documen
3 3.06 BCP or DRP Testing Result with sign-ff by management O 0 2016 T documen
3 3.07 Backup Restoration Testing Result ] | 2016 T documen
4 4.01 "Server Room Visitor Log Book” from April 2015 to present O O 2016 _ documen
4 4.02 List of authorised persons generated from fingerprint system O 0 2016 T documen
4 4.03 Request to add/change/delete access to server room from April 2015 to O O 2016 T documen
4 4.04 Review of Server Room Visitor Log Book from April 2014 to present ] | 2016 T documen
4 4.05 Review validation and permission of access to server room from April 20 ] O 2016 50 documen
4 4.06 Maintenance Report or request record of environment control in the serw O 0 2016 50 documen
4 a) Air. Reguest record from General Affirs ] | 2016 50 documen
4 b) UPS, Maintenance Report from vendaor O O 2016 50 documen
4 4.07 Sample of Access log from finger scan system® Selected sample: 1 Apr O 0 2016 P documen
5 5.01 List of current employees O O 2016 50 documen
5 5.02 List of transferred employees from April 2014 to January 2015 ] | 2016 50 documen
5 5.03 List of resigned employees from April 2014 to January 2015 ] O 2016 _ documen
5 5.04 List of user accounts with their properties”® including description (owner's O 0 2016 50 documen
5 a) MAVISION Application ] | 2016 50 documen
5 b) SAL Database supporting NAVISION Application O O 2016 _ documen
5 5.05 Screenshot of password configuration on the following systems 0 0 2016 TS document

2 < a’, ail ' ] { o o {
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TaeTa)5un54 Microsoft Access
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= 9 = a wa a oa ] 1 [

A Hdeya/enens / suevliia nazlfiaaw edruninie 100
= =~ a wa a oa ] 1 [ 1 = A 9 A

B Nszdieuifiia nazidfiiaaw edrunsensa ua lifienasniedoya 75
mivayy
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mawamseuenals / Mawaiszdouljiua 50

D hifidoya/ lufiwnais / lulisziBevlgia 25
Nyzibeulfiia ua ludfuaa 0

o 9 ] [ o =2 9 Y 1
4) MMseaNUUUNIIed 1M UNTTUINTaYaIgIsUUATINaDY
ATNAOUNINTTINTZUUIMTAUNA Ineliniseenuyuiie IFazaindens 19uuazdi 1o 1a

' A qu P P v o =
N1¢ AW@?WWNW71!ﬂTJ71!@7Z’Nﬂ75?]@\7@@753@@'@1]@714531]1/@\7ﬂ7‘W°Vl 3.5

Purpose

rr Aud |t I-|St Reqllll'ement To check the structure of IT Manpower that align the size of Business

Categoly | 2 | |1T Policy, Organization and general control YEAR 2016

detaildocument:

Group: | Iem: | Description: | Evidence [ checklist [Comme[  Period: [ indicatonc [ Linkdoc:
|| 2 2.01/IT Organisation Chart [m] 2018 00 cocument'
|| 2 2.02 Metwork Diagram (] 2018 0 cocument
|| 2 2.03/IT Project Plan for Year Ending March 2016 with status ] 2018 0 cocument
id 2 2.04 1T Project Plan for Year Ending March 2017 (] 2018 N0 document
| 2 205 "Information Security Palicy Ref No [T/001/2551" (] 2016 0 cocument
| | 2 2.06 "IT Backup Policy” as of January 2009 or currently (] 2016 00 cocument
|| 2 2.07 "IT Security / 1D and Password Control” as of 01/07/2007 or currently O O 2016 TS document),
| | 2 2.08/"IT Security / Server Room Access Policy” as of 31/07/2013 O O 2016 TS document),
| | 2 2.09/"IT Standard Regulation” as of 28/02/2008 or currently ] 2016 TS document),
|| 2 2.1 Access Log Review Procedure O 2016 00 document,
|| 2 2.11 Change Management Procedurs a O 2016 TS document),
|| 2 2.12 Screenshot: [T Policy on Intranet a O 2016 TS document),
|| 2 2.13 Bakcup Restoration Procedure a O 2016 50 document!
|| 2 2.14/ITR007 MSM IT Standard Regulation V.3 O O 2016 TS document),

* 2 2016 0

Record: 14 ||| 3 b |vi|ve|of 15
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5) mmseenuuUIIUVOYA E{’J@f]?ﬂﬂ@ﬂ!lﬂﬂﬁ?i?\? (Table) AN NN
o o 4 o
ANNTNWUT I udny e RDBMS (Relational Database Management System) TuTsunsw

Microsoft Access 1Agi510a00AAINITNA 3.4— 3.7

M13197 3.4 M519TeHAN TUMIATINABUAIUAI VoITTUVUETAUNA

Table: Maintopic

Attribute Name Type Description
MainNo INT MAVITOATATIVAUAIE) VBINTATIVNADUITLVUATAUNA
MainTopic TEXT 518ﬂ15ﬂ15@133%9§}1u@h\1‘] VDINITATIVADUIS VU T UINA

M3 3.5 maendisuazteyainigasivaendens

Table: Document List

Attribute Name Type Description

Group INT WINTTIUAUANS VOIT VAT AU

Ttem INT Fmsdeud

Description TEXT  fMe5u19319m3

Objective TEXT  3a9UseaeAvednsngiasions

STD TEXT  whnvesgiulalunseumnasgiu

Evidence Boolean m‘fﬂgmw%%’@yaﬁaﬁuauu

Checklist Boolean  ifluiSaaniuziiivie lifindng s edeyaitaivauy
Indicator INT Azt

Auditorcomment  TEXT — Y0iduonuzuodfasivaol

Linkdoc Object  1ouTogllndangunsedoyanaiveayu

Period INT UNasrvaeuszuvaTAUNA
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A1519% 3.6 ATTWADIUSAUNIN

Table: Score

Attribute Name Type Description
StatusID INT auitodnIuy
d‘ Yo =
Score INT ﬂzuuuw"lmmmmmuﬂmmw
Description TEXT 9190210098105 U10ALUUUADNIN

M13197 3.7 319 1

Table: User
Attribute Name Type Description
D INT FHATUIFD
Username Varcha ‘% 3] Eﬁ%}
Password Varcha THANIY
USERTYPE INT sialszing 19
Userstatus INT ADIUTVDN Eﬁ‘f)’l 91U (Active,Non Active)
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Y 99 Y ] 2 Y
2) naaevad g 15 Ineuremungunis 1991
(1) ngu “Admin”
Y )
. 9990 User] HAZMNUUA THANIY
2) ﬂﬁju “General user”
Y )
f. #1990 User2 HAZAIHUA SHANIY
Y 9Yq [ [ 9
3) nadeums 15auvevd 1591 Insursanungunis 1991
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User and Group Accounts e |
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Add »> | Users
<< Remove |
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ok | Ganed | e |

MR 4.2 udaarivemsad 1919 (User) nazngu (GROUP) ms 14
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User and Group Accounts il

— I Groups Change Logon Password I
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Old Password: ||

Mew Password: I

Verify: I

0K I Cancel Lpply

NAN 4.5 LOUNTITNIUY Change Logon Password
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User and Group Permissior l &8 J.
Pemissions | Change Owner

User /Group Name: Object Mame:

Admin |l <New Tables/Queries
Document List
maintopic

List: @ Users (©) Groups Object Type: | RECCIN ~ |
Permissions
Open/Run Read Data
Read Design Update Data
Modify Design Insert Data
Administer Delete Data

Current User:  Admin

i 4.6 3uludaaTvenshuadnd lumslFuszuuves Admin

NANNAN 4.6 LAAITIIOMIAHUAFANT 1T 1FNUTZVVVDI Admin FIHANT

e
=le

a a <
1) ﬁwﬁﬁlumimueﬁ'au”a (Read Data)
2) Hans lumsud lvnlasuniasdoya (Update Data)

3)
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g}

a a v R A g
anslumstiuiinivudoya (Insert Data)
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User and Group Permissior l &8 J.
Pemissions | Change Owner

User /Group Name: Object Mame:
Admin <Mew Tables/Queries =

Document List

maintopic

List: @ Users (D) Groups Object Type: |Table [=]

Permissions

Open/Run Read Data
Read Design Update Data
[] Modify Design []1nsert Data
[ Administer &

Current User:  Admin

A 4.7 suludasrivensmvuadnd lums lFnuszuuves Auditor

NAMWA 4.7 LAAIMIVOMIAHUATNT 1T 1FNUILVUUDI Auditor FINAND

e
=le

a a <
1) ﬁwﬁﬁlumimueﬁ'au”a (Read Data)
2) Hans lumsud lvnlasuniasdoya (Update Data)
=Ha A v =R 2 Y
3) "lmﬁﬂﬂumiuuﬂmwwuaya (Insert Data)

4) lutianslumsavudoya (Insert Data)
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User and Group Permissions |

" Permissions Change Owner |

Current Owner:
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Current User: | Admin |
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B Audit List

IT Audit Analysis System

2] Awdit List

_I Setup Audit Group
_I Audit Analyzis
_I Audit Report

A 4.9 ugasriinremslFauszuuasndouuazaIuguaun Iy lof

1.4.1 Audit List
] Y v v = Y
eldlumsdanmisuaziuiingems Msasrvdeun M IUmMTAUNA
1INFATIVA0D (IT Auditor) Taedoyavz Taulugiuup File Excel ¥91lsznonlidrevde

Wan 1UNITATIV HALIIPAZIDIANIZTINITATIVAILAAS IUAIDEIININT 4.9 — 4.11



Request Document

1. OS & DB Configuration Reguest

Frequency

No. of
sample

76

Request
Date

Responsibility

Received Date

Status

Remarks

1.01 |Windows operating system - - 9-Feb-2016 Dumreng Refer to
suppaorting NAVISION "MAT_2_YE2016
(Application _Windows

Configuration.do
o

1.02 [Windows operating system - - 9-Feb-2016 Dumrong Refer to

supporting Domain Controller "MAT_2_YE2016
_Windows
Configuration.do
o

2. IT Palicy, Organization and genei

2.01 |IT Qrganisation Chart = - 9-Feb-2016 Kawin

2.02 |Network Diagram - - 9-Feb-201 Dumrong

2.03 JIT Project Plan for Year - - 9-Feb-20 Kawin

2.04 |IT Project Plan for Year - - -Feb-20 Kawin

2.05 |"Information Security Policy - - -Feb-20 Kawin

2.06 |"IT Backup Pdlicy" as of - = -Feb-201 Paisan

2.07 |"IT Security / 1D and Password - - S-Feb-2016 Kawin
Control" as of 01/07/2007 or

2.08"‘IT Security / Server Room - - 9-Feb-2016 Kawin

2.09 |"IT Standard Regulation" as of - - 9-Feb-201 Kawin

2.10 |Access Log Review Procedure - - 3-Feb-20 Winit

2.11 |Change Management - - -Feb-20 Kawin

2.12 |Screenshot: IT Policy on - - -Feb-201 Dumrong

2.13 |Bakcup Restoration Procedure - - 9-Feb-2016 Paisan

2.14 |ITROO7 MSM IT Standard - - 9-Feb-2016 Kawin

3. IT Operation

01T Backup Log" of NAVISION daily 15 samples | 9-Feb-2016 Kawin
application system
* Selected Sample: 20 - 24

3.02 [Screenshot of backup tool - - S-Feb-2016 Kawin
|showing schedule of backup of

3.03 |Screenshot showing last - - 9-Feb-2016 Kawin
update of job schedule on

3.04 |Business Continuity Plan with - - 9-Feb-2016 Kawin

3.05 |Disaster Recovery Plan with - - 9-Feb-2016 Kawin

3.08 [BCP or DRP Testing Result - All S-Feb-2016 Kawin
with sign-ff by management transactions

3.07 |Backup Restoration Testing - All 9-Feb-2016 Kawin
Result transactions

4. Physical Security

4.01 |["Server Room Visitor Log - All 9-Feb-2016 Paisan
Book" from April 2015 to transactions

4.02 |List of authorised persons - - 9-Feb-2016 Winit - Current list

4.02 |Request to add/change/delete - All 9-Feb-2016 Winit - Sample would
access to server room from transactions be selected

April 2015 to present

from Request
#4.02

MR 4.10 T10azReAIYA19 TUMIATINADUIL VYT TUNAVDY File Excel
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-lol x|
- - - Purpose
IT Audit List Requirement To check the structure of IT Manponer that align the size of Business
Categaly | FE | |]T Policy, Organization and general control YEAR 2016

detaildocument:
Item: D [Standard Evidence | checklist [Comme]  Period:
2.01/IT Organisation Chart 2016

Linkdoc:
\2 01 IT Organisation Chart (1) pdf

LT

2.02 Metwork Diagram 2016 document\?2 02 Metwork Diagram jpg
2.03/IT Project Plan for Year Ending March 2016 with status 2016 document'2 03 IT Project Plan for Year Ending

2.04/IT Project Plan for Year Ending March 2017 2016 \2 04 [T Project Plan for Year Ending
2.05 "Information Security Policy Ref No.IT/001/2551" 2016 document'2 05 Information Security Policy Re

2.06/"IT Backup Policy" as of January 2009 or currently 2016 \2.06 IT Backup Policy as of January

2.07"IT Security / ID and Password Control” as of 01/07/2007 or currently

2016

EOODOOODOOOEEEE S E

EOODOOORODCOOOO0O00

# [ [T TTTITTTTT]

2.08/"IT Security / Server Room Access Policy” as of 31/07/2013 2016 |
2.09"IT Standard Regulation” as of 28/02/2008 or currently 2016
2.1 Access Log Review Procedure 2016
211 Change Management Procedure 2016
212 Screenshot: IT Policy on Intranet 2016
213/ Bakcup Restoration Procedure 2016 50
214 ITROO7 MSM IT Standard Regulation V 3 2016 s
2016 0
Record: 1| | & _» [mi[ek|of 12 < |
Exit

ﬂ'l‘]/‘lﬁ 4.11 Llﬁﬂﬂﬂﬁ)'li]’ﬂi'lﬂﬁglaﬂﬂi%'ﬂ‘]JG]ii]i]ﬁﬂﬂl!ﬁ%ﬂ?ﬂﬂhﬂﬂ!ﬂ?Wﬂuq’ﬂﬁ
A qgYe o o ¥ Y A
ma%mmumimmagai]1ﬂﬁm3ﬂﬁa‘umqmsaumﬁmg‘lugﬂuumm

File Excel

{ 2 o 1
Eﬂ']'ﬂﬂTl"ﬁt/s] 410-4.11 Llﬁﬂﬂﬁﬂéx‘llﬂuﬁ’ﬁl’ﬂﬁ%‘]‘] “lumamnﬁamwuﬁwﬁumﬁ
o = ] Y] ~ R Y '
UuﬂﬂﬁQiWHﬂlﬂyﬁﬁluﬁ'%UU ﬁﬁ?ﬂﬁﬂﬂl!ﬁ%ﬂﬁﬂﬂﬂﬂﬂ!ﬂ?’i"lQWU@TUqﬂﬂcﬁﬂﬂigﬂﬂUﬂﬂﬂﬁﬁu
1 QU l:,l
AN PNU

I~ ) P2 $ v I
1) Category Wlunguniate Tud w199 veumsas19dilsznoy l1/d 10 8 A

(1) OS & DB Configuration Request
(2) IT Policy, Organization and general control
(3) IT Operation
(4) Physical Security
(5) Information Security
(6) System Change Control
(7) Application Control — NAVISION
(8) Journal Entry Testing
2) Year!f]‘l«li@UT]‘#Qﬂﬁi?ﬂﬁ'i’)1/\77%551]1]@5?9?7’@1]!!@3?73Uf’]11f’]il!ﬂ7w

= o 9 1 3 A
071.!781’1 TWEIW’MEJWN‘] ?‘L!ﬂ75@75’)@ﬁ'@1!55‘:1]1]@’75@"1!4Wﬁ’ﬂ&’gﬂ!wﬂ!ﬂuﬂﬂlﬂdﬂ7’5@5’)@
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o o § A

3) Purpose @A Inglszaanvedn1sns10aeUineosU10510a21009

VoI5 1eN1IMINTIVI0Y luwnsgiu lavesnseumasgrunwasaums
I~ o o r @

4) Item (Hudrdusiess@eanmsnsinszvyasaumanie ldnguiiade

N1TATINADUYTSUUAITAUNA
Y o o =1 ~ 1 ] 9

5) Standard 1¥dmSumanneysieaz@eanisasindtegluailaly

NTOUNINT G IUAITAUNE
I~ < ] ]

6) Evidence check list Unsi¥n 11 1A ag518MSNITATIVISULE 1T A UNE
0.9// =1 A K% @ A 1
Wuitenasrsedoyaaivayuyse i

o o o a <

7) Comment from Audit #1135 UTUNANANINAATUIINAATIVAOUN I
ATAUNAVDIAALTIINITYBIATTATID

8) Document support luns@ififitonmsuang unsoena1sadya Yy

] g o 2 Aaa o o
Tuudagsenmsmisasnaeuuny awsowen led ludwmauenars lugduvyvesasiia IWa
3 td
9) Status 11/14N17 update ADIULVITIINITATIVADULALAMIIAIT HT

= A o Y a 4 9 =1 [ ~
ﬂé‘,’!luu‘b’d!W@‘Lﬂ'Zlﬂﬂf?uﬂ757)!?7575‘574@mﬂ77/w714@714'ZEI‘VI TneuuvaamsNm 4.1

A J 9 A o Y
AT NN 4.1 met’fmum’aﬁmmi@l‘m%ﬁ@mmgmmmm‘iﬁlwﬂzuumw’e‘]uﬂﬂﬁlﬁvﬁlu

a L4 Y =
mmmmwgmmwmumu%ﬂ

amuz A5 AZUUY

S 9 = Aa oA a oA [] 1 %

A Hdeya/enes / sueuliia nazlfiiaaw edruninia 100
=1 =1 a oa Aa oA ] 1 @ 1 =1 A 9 d'

B Nszdleudfiia nazifiidaw edrunsensa ua lifienasviedoya 75
mivayy
o v w G o v w o = a oA
mawamseuenals / Mawvamszdeuljua 50

D hifidoya/ lufiwnas / luliszBevlgia 25
Nszibevliia ua lulfiiaa 0

1.4.2 Setup Audit Group
J v Y o o ) ' ' Y]
Hundwelddmsunistangulunaazaiuvensnsinaouszuy
Y
msaumealsznou lideseazdeanane lil

1) Mainno Wil?ﬂ!ﬁﬁllﬂijilﬂ75@153i)ﬁ'ﬂHi&’ﬂﬂﬁ’?iﬁ’ulﬂﬁ'?mlﬁiﬁ&’éﬁu
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2) Maintopic 1005 U195108208ANTATINABUTL VYA 1T A UNA TUAaL

_ioix]

Mainno maintopic 1=

|EIS ¥ DB Configuration Request

|IT Policy, Organization and general control

|IT Operation

|F'h_l,lsica| Security

|Information Security

|5_l,lstem Change Control
|A|:||:|Iication Cantral - HAVISION
|J0umal Entiy Testing

COf | I ) | =) Lo o) =

Record: HI*II 1 }|>||He| of 8

MU 4.12 MWHTIANITINNUVO Setup Audit Group

1.4.3 Audit Analysis
I o [ 9 1
!.TJ‘Llﬂ"li‘Ll”ILET‘L!@ﬂﬁﬂ’JiJf’]iJﬂﬂ!ﬂ"lWil!LMﬁ%ﬂ?HngﬂLlUUﬂl@Qﬂi?WLm\i
I o 9 Ao = o
Lﬂuwammﬂmimﬁuagawuu‘nﬂaq"hJ“l,uszmJﬂ:J‘uﬂuﬂmmwmaaizuumsaumﬂmmms

AnTzuazagilnasenun
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IT audit preparation status

120
100
20 4
60 1
40 4
20 1
o
“iefoemalice W7 Sadhop folicy” T 3maily /0 T 3ol 3w T Reded Acooa Log Sodew chacg rcv-—.mc.— T Frcct Plam for T Pecject Plam for  TADOT WOMW T Nctwork Giagm Sooomabor T
Semunity Policy 02 m ot ey 2008 wef Pmawe Moom Accmn Mepcleieemed recatun L Waragmet vom gien vadh ow mdeg Vet Tedes Plicy oo et
MoUTD0Yj2391°  orcemendy emwlime! rehs me! zETajaneEer Precatur Frocatur: e Witk s 2m7 gz v.3
oyjoviaceT e 3joojacan ]
core

AN 4.13 uaasdregemwnsuaasanuzaannauma Tu Tagninmssziiu

a d
1.5 SZULIAAINANITIATIZHADIUSMNIAIFIUUITZULANTaUING
Taguaasan1uza1en13 198 1ugeq indicator TUMsAOANUHNIBVDIAUATN
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