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Abstract

The objectives of this independent study were: (1) to assess the information
technology risk under the CIA Triad of the Thai Bar under the Royal Patronage; and
(2) to develop the web application for access control security system based on
ISO/IEC 27001: 2013.

The research methodology were as follows: (1) The study of the information
technology security for ISO / IEC 27001:2013; (2) The assessment of the information
technology risk under the CIA Triad by (2.1) assessing the assets value and (2.2)
assessing risk of assets; (3) The development of a web application for access control
security system based on ISO/IEC 27001:2013; Research tools were (1) a checklist of
risk-based security in each component using ISO 27001; (2) the KPI to indicate level
of risk in each component in green, yellow and red to represent the risk level as low,
medium and high respectively; (3) PHP as a programming language for the development
application; and (4) MySQL used for database.

The research results showed that (1) risk status of the Thai Bar under the
Royal Patronage was between low and medium level; (2) the developed system based
on ISO/IEC 27001:2013 was field trialed at the Thai Bar under the Royal Patronage.
resulting the of overall security system of information technology was in good level.

Keywords: Risk assessment, Access control security system, ISO/IEC 27001: 2013
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111 Overview of the elementary threats U8\ supplement to BSI Standard 100-3, Version 2.5
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mslasunlasrinia (Clause)

910 ISO/IEC 27001: 2005 11 ISO/IEC 27001: 2013

Clause in ISO/IEC 27001:2005 ({a3)

Clause in ISO/IEC 27001:2013 (Jag1i4)

8.3 Preventive action = | 4.1 Understanding the organization and its
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5.1 Management commitment = | 5.1 Leadership and commitment
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4.2.1 b) Define an ISMS policy = |52 Policy
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5.1 ¢) Establishing roles and = |53 Organizational roles, responsibilities
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4.2.1 ¢) Define the risks assessment = | 6.1.2 Information security risk assessment
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4.2.1 d) Identify the risks
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4.2.1 ¢) Analyze and evaluate the risks
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4.2.1 f) Identify and evaluate options for the = | 6.1.3 Information security risk treatment
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4.2.1 g) Select control objectives and
controls for the treatment of risks
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4.2.3 ¢) Conduct internal ISMS audits = | 9.2 Internal Audit
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4.2.4 Maintain and improve the ISMS = | 10.1 Nonconformity and corrective action
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Directions for Information)
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(Access control)
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(Hardware Assets)

4

J

Y

J

(%

1.4 TIOMIAUNTNG Auaiauns

LUELIERTLRRAUIHT € 0 0 e €£000-25-10 ou QYD I1SDS D95bL dH 1=2uuUeas) pi-1
L UL IERARGAZALREN € 0 0 € PEOO-SE-T0 "ou 00Z1 1203se g4 sowud|  ¢b-1
ZHD £€ 069-9 240D
L UELITRMRBARALRNT € 0 o] € 8510-bv-10 "©ou 121Ul AP UUNALEWILUITRYIEEW| Zb-1
L UL IEERTLUR IR ALY € 0 (4] € 9000-26-10 "ou ISNZTX HOILOHDW 1auueds) 1H-1
b LIRLIBRTLRIR LN = 0 o] = 1200-Sp-10 "ou 0ST1 12l@se g saquud|  op-1
L URLITRARMIZALILET £ 0 o] £ €210-v1-10 "OU ZHD €22 0tb93 ONAZII00
198U 2P URALEWILUTRBIeEN [ 6571
L UELIERTLE IR WUILNET € (8] 0 e ZB00-S%-10 ou ZZOT L3r 43SV gH s=und| ge-1
SLL/NE/008/0°C 00PB3 022400
L UL IERARLAZ LN < 0 o] = LT10-bp-10 Ou 12UI AW EWBAALBNCUNRULEEW|  LE-T
L UELITRILBLIRAUILMET © (o] 0 € T100-€5-10 "ou 0655 12(Ueds dH Jauueds| 9¢-1
SLL/WE/008/0°C 00bbI Q=100
L UL IERTLRARAUREN < 0 Q = 9T10-pr-10 "ou 2L AYIEVUIALBNILUITEUEEEW | SE-T
- URLITRMROIZAUINT € 0 (4] € Z100-25-10 "ou 0666 12(ueds 4H 12uueds| pe-1
L ULLITRMROARALILMNT l 0 4] .’ LOTO-Sp-T0D "OuU PREMBILLLIMMM YIvEN3 223uud | ge-1
e UELIERTLR IR AUTLET < 4] 0 55 PS00-Sp-10 "ou 2595 13r 43Sy dH seyund| ze 1
EHD 0'e/d 1EIY
L UL IERARGAZAUREN € 0 Q € LOTO-bp-T0 "OU AYIYUIRLRNLUITRUEELN | TE-T
L UGLIERILAOIRAUILMET € (] 0 € 0100-25-10 "ou 059L 13rNVIS dH Jsuuedss)  0g-1
L URLIERARLIZAURNT 3 0 0 5 SP00-5p-10 "ou 0021 L3r 43SV gH s2und| 6z-1
L URLIEERTURIRIALILNT I (] Q PSIO-PP-10 "OU 00Pp60D 2J0DPEND 123U] Jarag vmwﬁ.: g1
S || A DT | SIS IA|DT| SA|SI|1d | IA|DT1 ] SA
e MLER]SLUMMEEEMITLEL Jn\ﬂ?w&v@w&cw MErELEL:
(BMELTLEETIBMN) v ] N N BMEUPLEBREIRERLE BMEUAECR W21
i e pEifsbamennpern piftRameungem | pRiftBameuneeres d -
NELBHNEN
v | =
BMLAILEECLLL ALLARIELLLAUIZLMELBURT ML LML C LY (512S5Y 2IEMPIBH) LLNWELE EMEUTLEELURLE




115

(People Assets)
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(Infrastructure Assets)
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A5 UNA (Information Assets) (§19)

9
U

J Y

LM H z N[N A eiep jevosizd o 3snqy| 0 | 0 ALASLN OBPIA D
ALrfsBeLiues

sugem | w/N W 1 0 AN A aen efteanyinmseunt euné| o 0 RLRLENELUBIYLIBM]
(uonewoU| Jo uondadiaul)
UBINNALCLMECWILIMIERY

EALFEM W T N M A _u_._Ju».wCrFﬁwm\_.urmmwr;%—ﬂrﬁ.&vﬁmm.rc 0 0] BLREENELURTSLEI]
ELERUGIREN

ATIUEIT 7N W 1 0 AN A eftepnuiprucunt peunkeeppeiy] o | o RLBLENELULAMN B1UL

ATIVE) H z NN A ejep Jeuosiad Jo asngy ALALLNLLUUAND BlUL

LuLrem ] W T = o) A A N eniseml _nrm_mﬁ;,_._nﬁﬁ_..'n@a@cx@:hr &I

A4 | J |vdizek | V | | | O |V =
TEIRENY _.. LBUURL eftepep
PREILLUNWAS | BLUBY | NuzsUEy cuEMIt BMEULEbRRLY
rad [ = 275 I
BREILEY (TELBUURLULE) BIN|IQIELEBIIEIREN BMEUE

[

3.2 AUNTNG Auvoya




148

(Software Assets)
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(Hardware Assets)
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(Hardware Assets) (§19)
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(People Assets)
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(Infrastructure Assets)
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