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Abstract

The Research Independent Study aimed 1) to develop IT security policy
framework for the governor's office of Phatthalung Province based on ISO/IEC
27001:2013 and 2) to decrease and protect IT risks that might occur and effect to the
governor’s office of Phatthalung Province.

This research has processed by the IT analysis and IT risk evaluation.
Then, the IT security policy framework for the Governor's Office of Phatthalung
Province was developed based on ISO/IEC 27001:2013 and implemented by
following the Information Security Management System (ISMS) process. The devices
and security systems were practically installed according to the developed IT security
policy framework in order to prevent the IT risks that possibly occur at the governor’s
office of Phatthalung Province.

The evaluation results were found that IT security policy framework of the
governor's office of Phatthalung Province based on ISO/IEC 27001:2013 was used as the
guideline for IT process operated by staffs, and ISMS process. This implementation
effectively decreased the IT risks of the governor’s office of Phatthalung Province to level 0,
as described in the IT risk assessment and evaluation results after the implementation.

Keyword: Information Security Management System, IT Security Policy,
ISO/IEC 27001:2013
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| @ SormcWALL | Network Security Appliance

|
| Match Object Settings

Object Name: block sex

‘ Match Cbject Type: CFS Categaory List -

Select Categories for Blocking or Bandwidth Management actions

[ selectall Categories

O 1 Violence Hate [Racism O 21

[ 2. ntimate Apparel fSwimsuit 0 2.

[ 3. nudism 0 zs.

4, Pornography O 24
| O s Weapons 0 zs.
| 6. Adult/Mature Content O 2
| O 7. cultjoccut O 27
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|
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| 'j‘ AN T Eeds smm i '_| elat
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Government
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O 4. Freeware [Software Downloads
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BN C\Windows\system32\cmd.exe |ﬂ‘ﬁ

Ethernet adapter Local Area Connection:

m |

Hedia State
Connection-specific DNS Suffix

Wireless LAN adapter Wireless Network Connection:

Connection—specific DNS Suffix
Link-local IPvb fAddress

IPv4 Address 1

Subnet Mask ,
Default Gateway

Tunnel adapter isatap.{A7C21A6C-7498-4D5C-8D6C-8374CDE14@FD}:

Media State
Connection—specific DNS Suffix

Tunnel adapter isatap.{A742E7FB-FB?74-4FC4-99BB-BABC42745788%:

Hedia State 1
Connection-specific DNS Suffix

Tunnel adapter Teredo Tunneling Pseudo-Interface: 5
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SonicWALL | MNetwork Security Appliance

& This site has been blocked by the network administrator.

URL: http://mrlupen.com/
Block policy: block sex
Client IP address: _
Block reason: Forbidden Category "Pornography"

If vou believe the below web site is rated incorrectly click here.
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As ulsvieanuiiuastlasansasaumne (Information Security Policy)
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AT NN 4.3 (D)

A6 Tassaduanuiunstasassansaume (Organization of information security)
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A1TNNN 4.3 (D)

A7 asuaNuluadaeansd 1S UNTWeINIyARA (Human Resources Security)
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A1TNNN 4.3 (D)

a @ @ Ia
A.8 MIUVINITIANINITNITU (Asset Management)
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A1TNNN 4.3 (D)

A9 ﬂﬁﬂ’J“]J‘f’]ilmiL“ﬁjﬁﬁ (Access Control)
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A1TNNN 4.3 (D)

A9 ﬂﬁﬂ’J“]J‘f’]ilmiL“ﬁjﬁﬁ (Access Control)
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A1TNNN 4.3 (D)

A9 miﬂ’J“]J‘f’]llmiL“ﬁjﬁﬁ (Access Control)
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A1TNNN 4.3 (D)

A.12 anuluaslaoansd 1S uMIA U NI (Operation Security)
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A1TNNN 4.3 (D)

A.12 anuluaslaoansd 1S uMIA U NI (Operation Security)
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A.12 anuluaslaoansd 1S uMIA U NI (Operation Security)
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A1TNNN 4.3 (D)

A13 anuliunsasasadmsuns@ea1sveya (Communications Security)
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A1TNNN 4.3 (D)

A13 anuiunilasassdmsumsdeaistoya (Communications Security)
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A1TNNN 4.3 (D)
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1 AIUNHTNUI H59AMS N9 hitps

SonicWALL | MNetwork Security Appliance

Username: adminl

Password: eeseseee

Language:  English ~

o ' [ o J {
2. mvuam 1¥nuglnsal lwalea (Configure) muieonuyun 13
Y '
2.1 N1 UAA Networking 19A1 Security Zone (Network-> Zone) Tasdoniy Tau

Ty Tdrea Mvuameaieg

SonicWALL ‘ Network Security Appliance

Logged Into: Primary Dell SonicWALL Status: @ Active

-~

» System .
Metwork [ ZONes
- Q: Metwork
Interfaces Zone Settings
PortShield Groups
Failover & LB Security Type Member Interfaces Interface Trust Client AV Client CF Gateway AV Anti-Sp
EEER e o °
ONS ] Lan Trusted X0 (] ] %
Adiiess0hices [ meMT Management MGMT o o [V
Services
[ MULTICAST Untrusted NA
Routing
—
e s SERVER  Trusted A1 [] (]
ARP [] ssLvPN SSLYPN NjA
Meighbor Discovery [ wen Encrypted N/A
Racsi e ool ||_| AN lintristed ¥3 [ [

DHCP Server
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?.’, 1 I o v A 4
2.2 91901 Interface (Network-> Interface-> Configuration) A umss whu amsvaumes e

DELL) SonicWALL | Metwork Security Appliance

General Advanced

Interface Settings
Zone: Unassigned -
VLAN Tag: Create new zone...
LAN
Parent Interface: WAN
OMZ
WLAN
SERVER
[ Ready |
QK Cancel Help
fl ] |
SonicWALL | Network Security Appliance
Logged Into: Primary Dell SonicWALL Status: @ Active
» Dashboard biz]

7 Group IP Address Subnet Mask
2 E‘ System

Assignment =

1Gbps

'Q= Network X0 LAM ' 255.255.255.0  Static Ful M
L e e

PortShield Groups 1 Gbps
X1  SERVER D Static Full
Failover &LB = Duplex
Zones - 1Gbps
oS x2 DMz e —— +=:- Fu
Duplex
Address Objects 1 Gbps
Services X3 WAN Default LB Group m Static il ) ¢
Duplex
Routing -
. x4 Unassigned 0.0.0.0 0.0.0.0 MN/A Mo link. "8_2)
NAT Policies
ARP X5 Unassigned 0.0.0.0 0.0.0.0 ™A Mo link '@
Neighbor Discovery @ ¥6  Unassigned 0.0.0.0 0.0.0.0 NJA Nolink (2




SenicWALL | MNetwork Security Appliance
General Advanced
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Interface "X0° Settings

m

Zone: | LAN -
Mode / IP Assignment: Static IP Mode hd
IP Address: L 1
Subnet Mask: 1
Comment: MOl Network
Management: Hres [ ping [ snmp [V ssH
User Login: HTTP HTTPS
[Ready T
OK Cancel Help

v
2.3 $A1 Routing (Network->routing)

irk Security Appliance

Alert |

ALL

Status: @ Active

network /. Routing

Routing Protocols

Routing Mode:

Advanced Routing

» BGP: The Expanded License is required for BGP support. Click h

Interface (Zone)

X0 (LAN)

X1 (SERVER)
X2 (DMZ)
X3 (WAN)
X4 (NfA)

X5 (N/A)

RIP Disabled

RIP Disabled

RIP Disabled

RIP Disabled

RIP Disabled

RIP Disabled

Configure RIP  OSPFv2 Configure OSPF OSPF Neighbor Status

ISASHSHSASHS,

OSPF Disabled
OSPF Disabled
OSPF Disabled
OSPF Disabled
OSPF Disabled
OSPF Disabled ()

LI}
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SoricWALL | Network Security Appliance
General

Route Policy Settings

Source: Any -
Destination: 1Y -
Service: Any h
Gateway: 0000 -
Interface: —-Select an interface-— -
Metric:
Comment:

Disable route when the interface is disconnected

Allow VPN path to take precedence
WHA Group: None h
Probe: None h

Il Dicahla roiba whan nenha o e

2.4 9901 NAT Policies (Network-> NAT Policies-> Add)

SonicWALL | Network Security Appliance Aert
Logged Into: PrmavBeIS(ncm Status: @ Active N
» = System network /. NAT Policies
- Q: MNetwork
| NAT Policies |
Interfaces = L
PortShield Groups Search: E:ﬁ E' Select: @ AlTypes © pefault @ Custom
Failover &LB | Source Soul
P | Qriginal Translated
DNS (i Any Original X3P Original
. |
Address Cbjects | 02 X1IP HF Backup X1 1P Any Original
Servi
= | 13 X1IP HF Primary %1 IP Anv Original
Routing | ] .
|
e
ARP

Neighbor Discovery @ | Add... _i | Delste |
|

MAC-IP Anti-spoof =




L) SoricWALL | Network Security Appliance

| Genera | Advanced |

141

NAT Policy Settings

Original Source:

-—Select an address object -

Translated Source:

—-Selectan address object-

Original Destination:

—Select an address object-

Translated Destination:

—Select an address object-

Original Service: —Selecta semvice—

Translated Service: —-Select a service—

Inbound Interface: Any -
Outbound Interface: Any -
Comment:

Enable NAT Policy

Create a reflexive policy

9
2.5 MYUAAT Firewall A9A1 Access Rule

rork Security Appliance

Alert | Wi

WALL  Status: @ Active
(@]
\ﬁew. A" Metr' Drop-down :iew III_::
Style: Rules atrix Bl ersho
Add.

# From
O DMZ = DMZ

i
O1 DMZ > DMZ

1l
02 DMZ = DMZ

IPv4
Only

IPys “";“ Hide Disabled Rules
Cnly © ?:vﬁ Show Unused Zones
Clear Statistics Restore Defaults...

Action User:

All%2 :

Pi Allow Al
Management IP g o
Any Any Allow Al

-

E|
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SonicWALL | Metwork Security Appliance
General I Advanced I QoS ] BWM

Settings
Action: @ Alow © peny © Discard
From : —Selecta zone [ interface — -
To: —Selecta zone [ interface — -
Source Port: Any - 7
Service: ~Selecta service— -
Source: ~Select a network—
Destination: ~Select a network-—-
Users Induded: All ~ ... these users wil be allowed if not exduded,
Users Exduded: Mone » . these users wil be denied.
Schedule: Always on -
Comment:
Enable Logging Enable Geo-IP Filter
i I —

9 1
2.6 MHUAAT Firewall 79A1 Control Application 3¢52A1 Global HIa1M1501AON

Y
Control @13 Category Y93 Application ANU

1 APP-UPDATE
2 BACKUP-APPS
3 BROWSING-PRIVACY
4 BUSINESS-APPS
5 DATABASE-APPS
6 DOWNLOAD-APPS
7 EMAIL-APPS
8 FILETYPE-DETECTION
9 GAMING
10 M
11 INFRASTRUCTURE
12 MISC-APPS
13 MOBILE-APPS
14 MULTIMEDIA
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15 P2P

16 PROTOCOLS

17 PROXY-ACCESS

18 REMOTE-ACCESS

19 REMOTE-DEBUG

20 SCADA-APPS

21 SOCIAL-NETWORKING
22 SRC-CRTL-APPS

23 STOCK-TRADING

24 VoIP-APPS

25 WEB-BROWSER

26 WEB-CONFERENCING
27 WEBMAIL

SonicWALL | MNetwork Security Appliance Alert

Logged Into: Primary Dell SonicwALL Status: @ Active

App Rules

_ Mote: Enable App Control per zone from the Metwork > Zones page.

Match Objects

Action Objects
s App Control Global Settings

Address Objects
Service Objects Enable App Control
Enable Logging For All Apps

Bandwidth Objects
E-mail Addr Objects Configure App Control Settings Reset App Control Settings & Policies
» % Firewall Settings o
» @ DPI-S5L App Control Advanced Ttems |1 to 1(ef D) Gl B0

» 9 VoIP

2 E3 Anti-Spam
2 @ WPN

> S5L VPN

=9

View Style:  Category: SOCIAL-NETWORKING - \e\" Application:  IWIW ml

# Application Comments Configure
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Lo R D Db e g SEY L PUAR L I 1L LU LML [ LM SR

DATABASE-AFPS

SonicWALL | Network Security Applianc| Byl APpS

FILETYPE-DETECTION

GAMING

Logged Into: Primary Dell SoniciALL Status: @ Actiy |1

App Rules

App ool aLal 3 INERASTRUCTURE
MISC-APPS

[ ppcontolAdvancsd | (7] Enable App Control | MOBILE-APPS

Match Objects
Action Objects
Address Objects
Service Objects
Bandwidth Objects
E-mail Addr Objects

b ﬁ Firewall Settings

» @ DPI-SSL
» Q VoIP

» [Z8 AntiSpam

»@ww
» B ssven @fl

Enable Logging For # g"lé_JPLTlMEDlA

PROTOCOLS
PROXY-ACCESS
REMOTE-ACCESS
REMOTE-DEBUG
SCADA-APPS

Configure App Contr

App Control Adv

SOCIAL-NETWORKING |id
View Style:  Category: SOCIAL-METWORKING n

# Application

-

m

Alert
lortrol Settings & Policies
Items 1 to 1 (of 1) D)
Application:  IWIW - (

Comments

Configure

(7]

SonicWALL | Network Security Appliance

App Control App Settings

App Category:

App Mame:

Blodk:

Log:

Induded Users/Groups:
Excluded Users/Groups:
Induded IP Address Range:
Excluded IF Address Range:

Schedule:

Log Redundancy Filter (seconds):

|SOC[AL—N‘ETWORKING
[ivwivy
Use Category Setting (Disabled) -
Use Category Setting (Enabled) -
Use Category Settings (All) -
Use Category Settings (Mone) -
Use Category Settings (All) -
Use Category Settings (Mone) -
Work Hours -

Use Category Settings IG

[Ready

OK Cancel

Help
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2.7 MyiuaA Firewall A3A1 App Rules

SonicWALL ‘ Network Security Appliance Alert |

Logged Into: Primary Dell SonicWWALL Status: @ Active

App Hules Policies e e
Access Rules re

_ View Filter:  Palicy Type: Al - Action Type: Al

App Control Advanced Filter By Logged In User: Address: P TSA user number: 0 P User Mame:
Match Objects
Action Objects 3 Puolicy Type Source Destination From Service
i Control
Bdie==0hiects 1 blockline :ﬁte:g ° line Reset/Drop Any Any Any
Service Objects block
CF5 blo

Bandwidth Objects 2 block sex CF5 block sex page Any /A NJA
E-mail Addr Objects Control

“mal s 3 youtube 10 :ﬁhe:: ° youtube 10 youtuve 10 Any Any Any

» ﬁ Firewall Settings

» @ DPI-SSL =

> Q VoIP App Rules Policies: 3 Policies Defined, 2 Policies Enabled, 50 Maximum Policies Allowed
» 8 AntiSpam
3 @ VPN @
) i . " 3
SonicWALL ‘ Network Security Appliance Alert |
Logged Into: Primary Dell SonicWWALL Status: @ Active
Access Rules [ | Auto-generate match object name
App Rules | Application || Category |

App Control Advanced |
Action Objects I Category Threat Level

Address Objects [ - é
Service Objects |
| MULTIMEDIA (GUARDED]
Bandwidth Objects (-
fr= V| PP 7
E-mail Addr Objects M | d @]
4 % Firewall Settings | PRI AR -II
> @ DPI-55L I | GAMING FSEvere |

[ Q VoIP I

= Anti-Spam |

v 6 v @ |
= «f

=
# _eprocTDI.ADDE
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2.8 MUUAA Firewall Adf App Rules Policies

SonicWALL | Network Security Appliance Alert

Logged Into: Primary Dell SonicVWALL Status: @ Active

-

Access Rules App Rules Status

_ App Control License Expiration Date: 06/17/2018

App Control Advanced

Match Cbjects App Rules Global Settings

Action Objects
Enable App Rules:

Global Log Redundancy Filter (seconds): 0

Address Objects
Service Objects
Bandwidth Objects

App Rules Policies Items 1 103 (of 3) i 0 [
E-mail Addr Objects
» ﬁ Firewall Settings View Filter:  Policy Type: Al - Action Type: All
» @ DPI-55L Filter By Logged In User: Address: P TSA user number: 0 P User Mame:

» & o
» (28 Anti-spam

»aww

Status: Ready

— e App Control .
[r— " | '

@ ; Palicy Type Object Source ination From S
4

SonicWALL | Network Security Appliance
App Control Policy Settings
Policy Name:
Policy Type: App Control Content -
I Source: Destination:
Address: Any - Any -
Service: Any * Any
Exdusion Address: None -
Match Object: ling -
Action Object: youtuve 10 -
Indluded: Exduded:
Users/Groups: All - Maone -
Schedule: Always on -
Enable flow reporting:
Enable Logging:
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9
2.9 MUUAA Firewall A9A1 Security services (IPS,Gateway,Anti-Virus, Anti-Spyware)

9
4991 Intrustion Prevention (IPS) I8l IPS Signature list 3011519 Haz3Uaudian

1 APP-UPDATE
2 BACKUP-APPS
3 BROWSING-PRIVACY
4 BUSINESS-APPS
5 DATABASE-APPS
6 DOWNLOAD-APPS
7 EMAIL-APPS
8 FILETYPE-DETECTION
9 GAMING
10 M
11 INFRASTRUCTURE
12 MISC-APPS
13 MOBILE-APPS
14 MULTIMEDIA
15 P2P
16 PROTOCOLS
17 PROXY-ACCESS
18 REMOTE-ACCESS
19 REMOTE-DEBUG
20 SCADA-APPS
21 SOCIAL-NETWORKING
22 SRC-CRTL-APPS
23 STOCK-TRADING
24 VoIP-APPS
25 WEB-BROWSER
26 WEB-CONFERENCING
27 WEBMAIL
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SonicWALL | Network Security Appliance

Alert | !

Logged Into: Frimary Dell SonicWALL Status: @ Active
F 6 Users ’

hd B Security Services

Summary
Content Filter IPS Global Settings
Client AV Enforcement Enable TP5

Client CF Enforcement

Signature Groups

Gateway Anti-Virus

Anti-Spyware Medium Priority Attacks
REL Filter Low Priority Attacks
Geo-IP Filter
Corfigure IPS Settings Reset IPS Settings & Policies
Botnet Filter

1 High Availability Note: Enable the Intrusion Prevention Service per zone from the Metwork = Zones page.

» E WAN Acceleration E
> —T'g ADDE < | n

Status: Ready

SonicWALL ‘ Network Security Appliance

Alert |

Logged Into: Primary Dell SonicWWALL Status: @ Active
CLdEgUN Y A LdSyuiieD

> @ Users VIEW DLYIC:
» &= High Availability
b G Security Services

Summary Global
Content Filter Global
Client AV Enforcement BAD-FILES Global
Client CF Enforcement

COMPROMISED-CERTS Global

Gateway Anti-Virus

| tusreeenson VAT oo

Anti-Spyware DS Global
RBL Filter EXPLOTT Global
GRodEh ey EXPLOIT-KIT Global
Botnet Filter

Global
Global
Global
Global
Global
Global

Global

FTP Glabal
> E WAN Acceleration E
> —T'g AooFlow < I

LR o L S L

SSRGS

Status: Ready
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9
2.10 MHUAAN Firewall 919471 Gateway Anti-Virus

@ SonicWALL | Network Security Appliance

Alert |
Logged Into: Primary Dell SonicWwALL Status: @ Active
P 68 Users : ’
> High Availability Mote: Enable the Gateway Anti-Virus per zone from the Network > Zones page.
hd G Security Services
Summary
B E T Gateway Anti-Virus Global Settings
Client AV Enforcement Enable Gateway Anti-Virus
Client CF Enforcement
Intrusion Prevention Enable Inbound Inspection
Anti-Spyware Enable Outbound Inspection
REL Filter Protocol Settings Settings Settings Settings Settings
Geo-IP Filter Configure Gateway AV Settings Reset Gateway AV Settings
Botnet Filter
o E A — Enable Cloud Anti-Virus Database
ceeleraton fAT1£084A cimmzhrac swsilzshla am Hha dAaod AV Datshaes b
= R L — - 1 = o
o P g oY .
2.11 MYUAA Firewall 919471 Gateway Anti-Virus Global setting
SonicWALL | Network Security Appliance Alert |

Logged Into: Primary Dell SonicWALL Status: @ Active

b & Users G_atewav Anti-Virus Signatures 1Eems | O 5U (0T 19630) (s« [+ (1)
» 51 tigh Availabiity
o 6 Security Services View Style:  Firstletter:  All Signatures + 19656 malware family signatures  Lookup Signatures Contai
Summary
Content Filter = Shehi
Client AV Enforcement 1 00250 SR, (L0510 [
Client CF Enforcement 2 4shared (Adware)
_ 3 45hared.A_14 (Adware)
Tntrusion PrexCgion 4 4shared.A_15 (Adware)
Anti-Spyware
s 5 4Shared.A_16 (Adware)
Geo-IP Filter 6 4shared.A_20 (Adware)
Botnet Filter 7 4Shared.A_21 (Adware)
" E WAN Acceleration E 8  45hared.A_22 (Adware)
4

> [ sorfion

Status: Ready
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9
2.12 MYUAA Firewall 401 Anti-Spyware @Ng‘ﬂ

SonicWALL | Network Security Appliance

Alert |

W

Logged Into: Primary Dell SonicALL

P i Users
3 High Availability
b e Security Services

Summary

Content Filter
Client AV Enforcement
Client CF Enforcement
Gateway Anti-Virus
Intrusion Prevention
o e

RBL Filter
Geo-IP Filter
Botnet Filter

> E WAN Acceleration

2 F‘Em AnnFlaw

3.

SonicWALL ‘ Network Security Appliance

L= LIigwic A iu-apywal ©

ature Groups

Status: @ Active

High Danger Level Spyware

Medium Danger Level Spyware

Low Danger Level Spyware

Configure Anti-Spyware Settings

Protocols HTTP FTP
Enable Inbound Inspection

Enable Inspection of Outhound Spyware Communication

T SR Y T

IMAP

Prevent Al

Reset Anti-Spyware Settings & Policies

SMTP

OO =

POFP3

3

Alert |

Logged Into: Primary Dell SonicWWALL

b & Users
High Availability
- 0 Security Services

Summary

Content Filter

Client AV Enforcement
Client CF Enforcement
Gateway Anti-Virus

Intrusion Prevention

REL Filter
@ 4

Geo-IP Filter
Botnet Filter
» E WAN Acceleration
[ 3 F‘m AnnFlrw

Product

123mania
1 123mania
2 123mania

123mania

2M_Free_Tetris

4 2M_Free_Tetris

3search

5 3search

ActiveX compaonent download (Adware)
ActiveX companent download (Adware)

ActiveX compenent download (Adware)

Executable (Adware)

browser hijack installer (Trojan)

Prevent

Global  Global
837 ]
833 ]
838 ]

Global  Global
1231 V]

Global  Global
1139 [}

Global  Global

Medium

Medium

Medium

Medium

Medium

Items 1 to 50 {of 3176) (el vl 7
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