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Abstract

The main objectives of this study are 1) to design security framework for
retrieving the personal health information in Narathiwat province via web services,

2) to evaluate the designed framework for the protection of personal health information
based on the National Health ACT, B.E. (2007) and the security in accordance with
the Official Information ACT, B.E.(1997).

The security framework has been designed and implemented using web-
services to assure the information security with the following activities: (1) the identification
and authentication at the secure socket layer to create the confidentiality by using
encrypted protocol and identifying information accessibility, (2) the data validation
with PHP slim framework for maintaining the integrity, and (3) the availability of
information at a required level of performance.

The findings of this study showed that the designed security framework
can be used to ensure the security of public health information sharing among health
service-units.

Keywords: Web service, Security framework, Electronic medical personal record
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- Debian Wheezy (stable), OpenSSL 1.0.1e-2+deb7u4

- Ubuntu 12.04.4 LTS, OpenSSL 1.0.1-4ubuntu5.11

- CentOS 6.5, OpenSSL 1.0.1e-15

- Fedora 18, OpenSSL 1.0.1e-4

- OpenBSD 5.3 (OpenSSL 1.0.1¢ 10 May 2012) and 5.4 (OpenSSL 1.0.1¢

10 May 2012)

- FreeBSD 10.0 — OpenSSL 1.0.1e 11 Feb 2013
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Content-Length: 4941
Connection: close
Content-Type: text/html

Raw Parsed JSON Response

Copy to clipboard Save as file
[15]
-0
pcucode: "12345 "
pid: "35123"
seq: "323914"
date_serv: "20131002"
vectype: "092"
vceplace: "12345"
d_update: "20131002132722"
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flagnhsoauto: "1"
createdate: ™
importdate: "20131013123648"

importfilename:

exportdate:

exportfilename:
pcusynclist: ™
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3.111190 License Agreement T¥na I agree

i’

&) HealthWs Client Setup

License Agreement

Please read the following license agreement cansfully. ‘ .

wdngasinummaasumdndia aundznalulafarsaurneauaspisiaans
s ineduanladusssening

asudndng

AFUANA  LINHIRE

3 nsngaau 2557

i@ il agree to the terms of this license agreement

™) | do not agree to the tems of this license agreement

= a = - f . . o - .
sruyvansilioudasgas Sraadundnasulsn HeatthwsClient i cdudrunfiaznannsida
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Cancel
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4. ‘H‘fﬁfﬂﬁ] User information Glﬁ}ﬂﬂﬂu Next>

#

£ HealthWs Client Setup

User Information
Enter your user information and click Mext to continue.
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Microsaft

Company:
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Ready to Install "
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Tas3a3193maedoyaHiNNas15UgUIIHIAUIENTNNTZUVUIWITNY
ynna (PIS)
3 /11111 POSTGRES Database )] 11.!“191}613 2 PIS 911319 (relation) pispersonel 11 ATTRIBUTE

AU -1

I~ P ) Y Y A .
AT NN -1 Iﬂﬁ\?ﬁﬁN‘ﬂ151\1%6%@1@1111&11/]6’113']3'&!@'611 (plspersonel) 1uizuu PIS

Attribute Name Column Name | Column Datatype | PK
mviilsesadn id CHAR(15) (PK)
sHaanTh pcode TINYINT

5?'1’0 fname CHAR(50)

uana Iname CHAR(50)

LNF sex CHAR(1)

o race CHAR(30)

ﬁ’@l Al nationality CHAR(30)
sHAADIUNINANT mrcode TINYINT

AT recode TINYINT

e birthdate DATETIME

‘”uﬁmﬁ; appointdate DATETIME
Suiiigriasan deptdate DATETIME

Attribute Name Column Name Column Datatype PK
fuiidhgazauilagii cdate DATETIME

Suiinion retiredate DATETIME

THANDY dcode SMALLINT

TSHENIN deptcode SMALLINT
THANUIBU sdcode NUMERIC(5)
sHare/nguaIY seccode SMALLINT

U jobcode SMALLINT

AN hmcode TINYINT
FTHAMNUIN 891U poscode NUMERIC(5)
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Attribute Name Column Name | Column Datatype | PK
FTHAMMAUIUTIG excode NUMERIC(5)

FHAA WKW UOITING epcode NUMERIC(5)
THAVINIA provcode TINYINT

fiog1 muii-auu address1 CHAR(100)

fleg1 fua-sania address2 CHAR(100)

Tnsenm tel CHAR(30)

svier lsudle zip NUMERIC(5)

IHAIF DN macode SMALLINT

Attribute Name Column Name Column Datatype PK
FHeANMIANN qcode SMALLINT
SHATEAUMIANY ecode TINYINT

sialszima cocode SMALLINT

muiid s posid CHAR(10)

JEAU c TINYINT

RuAeU salary NUMERIC(8,2)

Fordu oldfname CHAR(50)

anaau oldiname CHAR(50)

%aﬁm father CHAR(50)

%ams oN| mother CHAR(50)

Yogausa spouse CHAR(50)

NUIUYAT childs TINYINT
JuainHouAHaD totalabsent NUMERIC(5,1)

salcode salcode TINYINT
sHamsliinau j18code TINYINT

%’O Pl SIEREL picname CHAR(50)

oldid oldid NUMERIC(6)

Attribute Name Column Name Column Datatype PK
Fufivenaniiteay exitdate DATETIME
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Attribute Name Column Name | Column Datatype | PK
THANUNIAY spcode SMALLINT
TIUIUEUNLAY spmny NUMERIC(8,2)
SAEIMS(SHE AU.UTMT) | spexpos INTEGER
TudsznevdImsw codetrade SMALLINT
Suinlouie renamedate DATETIME
fuisuTou getindate DATETIME
NE/NUY (1/0) kbk CHAR(1)
anusynna pstatus CHAR(1)
/YU ptcode TINYINT
JUANANOU 1 AR vacloct NUMERIC (4,1)
vilszianlsemnvu pid CHAR(13)
AR pwd VARCHAR(15)
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Y] v & da g = Yy _ .
10819 Source code Yo iuwoImilumsidanly Library Slim PHP Framework
MN13A31980 clientkey 11gnADIATINUNG® 11 Srgndes szthdoyaduinluTuduls

4 o Yo S YY 9
JSON Lﬁﬂ@]ﬂﬂﬂa"ui‘ﬂﬂﬂhlﬂﬁlﬂuﬁﬂiﬂﬂﬂlﬂﬁll@ya

<?php

ini_set("display_errors",1);
/59019 Slim Framework

require '../Slim/Slim.php';
Eenldmdusmaideude gudeya
require '../Connections/conn.php';
Slim\Slim::registerAutoloader();
use Slim\Slim;

use Slim\View\Twig as TwigView;
$app = new Slim();

/laanzideu getEPIs Service

$app->get('/pcucode/getEPIs', 'getEPIs');

/aanzion getEPI Service

Sapp->get('/pcucode/getEPI/:pcucode/:securekey/:startdate/:enddate', 'getEPI");

/raanzidou addepi Service

$app->post('/addepi', 'addepi');

Jaanziieu updateepi Service

Sapp->post('/updateepi’, 'updateepi');

Jaansieu deleteepi Service
Sapp->delete('/deleteepi/:clientkey/:pcucode/:pid/:date_serv/:vcetype', 'deleteepi');
Jaansieu searchepi Service
Sapp->get('/searchepi/:clientkey/:pcucode/:pid', 'searchBypid");

2 9 o .ooA = Y
/MATUAUNTININIU Rest Service “VI'ﬁQ‘I/IZL‘]JEJLlll’J

$app->run();

{ @ [} < A
AN 9-1 919819 Source code mammcﬁa%m
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dos A
WanFuvannagudoya

/lsdFuiondagudoya
function conn() {
$db_conn = new PDO(
'mysql:host=$hostname conn;dbname=$database conn',
$username_conn,
$password_conn);

return $db_conn; }

A @ ' s A ' 9 < s
NINN -2 IDYN Source code ‘I/Q\T\‘lﬂGI)'L!L‘U@Nﬁ@f@?lﬂﬂﬂuﬁmﬂﬁnﬂl%ﬂﬁ’lﬁ

<X 9

Wandu Rest Aadoya Tae5uAn hitp request 910 client

/landu Rest Aetioya TaoSus request 910 client
function getEPI($pcucode,$securekey,$startdate,$enddate) {
if($securekey=="r+# kit knkhdihi ko)
$strSQL = "select * from epi where
cid IN (select cid from person where pcucode= :pcucode ) and pcucode != :pcucode
and date_serv between :startdate and :enddate ";
and pcucode in(select off id from webservice config where syncAllow="1")
$db_conn = conn();
$sql ='SELECT * FROM epi WHERE pcucode= :pcucode and date_serv between :startdate
and :enddate ORDER BY pcucode';
$record = $db_conn->prepare($strSQL );
$pp = array(':pcucode' => $pcucode,":startdate' => $startdate,:enddate' => $enddate);
$row = $record->execute($pp);

$rs = $record->fetchAll(PDO::FETCH_ASSOC); }

else
{
$rs[]= array("statusid" => "0","status" => "Invalid Clientkey", "pcucode" => $pcucode );
H
echo json_encode($rs);
H

A o ' ) = 9 = s
NINN 9-3 §1I88N Source code ﬂ\?ﬂﬁlfu Rest @NGUE]?J‘IQ VDIIULED I I
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d N v
Wanu Rest 1iindoya Taa3un1 hitp request 210 client

/afdu Rest iiutoyn Taoue request 910 client
function addepi() {
$db_conn = conn();
$return_a = array();
$app_r = Slim::getInstance()->request();
$securekey= $app_r->post('clientkey");
if($securekey::"********************************")
{
$pcucode = $app_r->post('pcucode’);
$pid = Sapp_r->post('pid");
$date_serv = Sapp_r->post('date_serv');
$vecetype = $app_r->post('vectype');
$veeplace = Sapp_r->post(‘veeplace');
$d_update = date("Ymdhis");
$sql_st ="INSERT INTO epi(pcucode,pid,date_serv,vcctype,veeplace,d update)
VALUES(?,2,2,2,2,7)";
$sql = $db_conn->prepare($sql_st);
if ($sql->execute(array($pcucode,$pid,$date_serv,$vectype,$veeplace,$d_update))) {
$return_a = array('status'=>'1",'add'=>"Insert Epi Record Complete','id' => $db_conn-
>lastInsertld());

} else {

$return_a = array('status'=>'0','add' => 'failed");

}
H
else
{

$return_a = array('status'=>'0','add' => 'failed','error' => 'Invalid Clientkey");

H

echo json_encode($return_a);
H

{ Y ' X A < Ja
AN 9-4 H19819 Source code WINWU Rest LWiJﬁﬂjﬁJqu,a VBDIIULED I I
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WanFu Rest USulgadioya TaaSum hitp request 910 client

/lafiFu Rest USuiljadoya Taeiua request 910 client
function updateepi() {
$db_conn = conn();
$app r = Slim::getInstance()->request();
$securekey= $app_r->post(‘clientkey");

if($securekey::"********************************")

{
$pcucode = $app_r->post('pcucode');
$pid = Sapp_r->post('pid');
$seq = Sapp_r->post('seq');
$vecetype = $app_r->post(‘vectype');
$veeplace = Sapp r->post(‘veeplace');
$d_update = date('Ymdhis');
$date serv n = $app r->post('date serv n');
$vectype n = $app r->post('vectype n');
$veeplace n = $app r->post('vecplace n');
$sql_st = 'Update epi
set d_update=:d_update,
date_serv=:date serv_n,
vcetype=:vectype n,
veeplace=:veeplace n
WHERE pcucode=:pcucode and
pid=:pid and
seq=:seq ';
$update array = array(
'date_serv_n'=> $date_serv_n,
'veetype n' => $vectype n,
'veeplace n' => $veceplace n,

'd update' => $d_update,
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'peucode’ => $pcucode,
'pid' => $pid,
'seq' => $seq,

);

$sql = $db_conn->prepare($sql_st);
if ($sql->execute($update _array)) {
$update_array = array(‘'update' => 'Update Complete') ;//,'sql'=>$sql_st
Jarray'=>$update_array );
}
}
else
{
$update_array = array('update' => $sql_st,'error' => 'Invalid Clientkey");
H

echo json_encode($update array);

~ o 1 ’ o o v 3 sa
NINN 2-5 178819 Source code ‘ﬂ\iﬂﬂfu Rest ‘ﬂi“]J‘lJ?QEUE]‘JJ”EI VDIV D I I
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J v
Wan¥u Rest avdoya 1aaFun hitp request 910 client

/e Fu Rest autioya TAsFun1 request 910 client
function deleteepi($clientkey,$pcucode,$pid,$date_serv,$vectype) {
If(Ssecurekey==""++###HHhohkd kA A S AA AR A1)

{ $db_conn = conn();

$sql_st="DELETE FROM epi WHERE pcucode=?
and pid=? and date_serv=? and vcctype=?";

$sql = $db_conn->prepare($sql_st);

if ($sql->execute(array($pcucode,$pid,$date_serv,$vectype))) {
$aa = array('delete' => 'Complete && success');} }
else{ $aa = array('delete' => 'Error Invalid Clientkey");}

echo json_encode($aa); }

! Y 1 Jd o < Ia
2 -6 119814 Source code WINFU Rest ﬂiJslsl}E)lqllﬂ VDUIULHD I

d (Y]
WanFu Rest Aurndoya Jaa3un1 http request 210 client

d v Y 9 v ' d
//WINTU Rest AUNIVOYA Tagsum request 91 client

function searchBypid($clientkey,$pcucode,$pid)
{

if($securekey::"********************************")

{

$db_conn = conn();

$sql = 'SELECT pcucode,pid,seq,date_serv,vcctype,veeplace FROM epi WHERE pcucode
=:pcucode and pid =:pid ORDER BY date_serv desc';

$record = $db_conn->prepare($sql);

$aa_search = array(':pcucode' => $pcucode,":pid' => $pid);

$row = $record->execute($aa_search);

if (1$row) {

$rs = array(‘error' => 'connection');

}else {
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$rs = $record->fetchAll(PDO::FETCH ASSOC);
H
H
else
{
$rs = array('search' => 'Error Invalid Clientkey");
H
echo json_encode($rs);
H
77>

A o ' S w Y ) < sa
NINN -7 §1IDY1 Source code ﬁ\‘lﬂ“b'u Rest ﬂuWWGIJf]lJ“a VDIIULED I I

(%3 da d J
Ti/sunsa getEPI Sud3a91n Operation getEPI vouiuradadsnines

public void getData() throws ClassNotFoundException, MalformedURLException, IOException,
JSONException, SQLException
{
URL u;
InputStream is = null;
DatalnputStream dis;
try {

String StrUrl =
"https://healthws.ntwo.moph.go.th/serviceapi/epiinfo.php/pcucode/getEP1/"+jhcisconfig.offid+"/"+jhci
sconfig.clientkey+"/"+Sdate+"/"+Edate;

SocketFactory factory = SSLSocketFactory.getDefault(); u = new URL(StrUrl);
is = u.openStream();

forme.startDate.getDate().getDateFormat(). format(dateFormat).toString();
StringBuilder str = new StringBuilder();

String line = null;
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Tilsunsu getEPI Sudi03ya1n Operation getEPI vouiuiwos3mE5vnes (Ao)

dis = new DatalnputStream(new BufferedInputStream(is));
BufferedReader reader = new BufferedReader(new InputStreamReader(dis));
while ((line = reader.readLine()) != null)
str.append(line);
reader.close();
JSONArray dataJson = new JSONArray(str.toString());
ArrayList<HashMap<String, String>> myArrList = new ArrayList<HashMap<String,
String>>();
HashMap<String, String> map;
for(int i = 0; i < dataJson.length(); i++){
JSONObject ¢ = dataJson.getJISONODbject(i);
map = new HashMap<String, String>();
map.put("pcucode", c.getString("pcucode"));
map.put("pid", c.getString("pid"));
map.put("date_serv", c.getString("date_serv"));
map.put("vectype", c.getString("vectype"));
map.put("veeplace", c.getString("veeplace"));
myArrList.add(map);
H
for (int i = 0; i < myArrList.size(); i++) {
int num_rows = myArrList.size();
setAllrec(num_rows);
String provispcucode = myArrList.get(i).get("pcucode");
String provispid = myArrList.get(i).get("pid");
String proviscid = myArrList.get(i).get("cid");
String provisdate serv = myArrList.get(i).get("date_serv");
String provisvcetype = myArrList.get(i).get("vectype");
String provisvceplace = myArrList.get(i).get("veeplace™);

setOffid(provispcucode);
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Tilsunsu getEPI Sudi03ya1n Operation getEPI vouiuiwos3mE5vnes (Ao)

if("is".equals(status))
{
System.out.printIn("Error Securekey");
System.exit(0);
}rs=st.executeQuery(str);

Vector <String> d=new Vector<String>();
d.add(myArrList.get(i).get("pcucode"));
d.add(myArrList.get(i).get("pid"));
d.add(myArrList.get(i).get("date_serv"));
d.add(myAurrList.get(i).get("vectype"));
d.add(myAurrList.get(i).get("veeplace"));
d.add("\n\n\n\n\n\n\n");
data.add(d);

if(provispcucode=="99x99")

{

forme. TxtStatus.setText("pcucode :"+jhcisconﬁg.ofﬁd+"llll' 185 uauﬂunmmmﬂﬁau

Aoya");

for (Thread t : Thread.getAllStackTraces().keySet())

if (t.getState()==Thread.State. RUNNABLE)

t.stop();

H

int Pr = (100*(i/Allrec));

forme.Bar2.setMaximum(Allrec);

addEpi(provispcucode,

proviscid ,

provisdate serv,

provisveetype,

provisveeplace);

forme.TxtStatus.setText("");
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Tilsunsu getEPI Sudi03ya1n Operation getEPI vouiuiwos3mE5vnes (Ao)

forme. TxtStatus.setText("Sync ID :"+i+"/"+(Allrec) + "( vdaslszanay "+proviscid
)
forme. TxtStatus.repaint();
Object[][] rowData = {{provispcucode, proviscid,
provisdate serv,provisvectype,provisveeplace} };
model.addRow(new Object[]{provispcucode, proviscid,
provisdate serv,provisvcctype,provisvecplace});
forme.jTablel.scrollRectToVisible(forme.jTablel.getCellRect(forme.jTablel.getRowCou
nt()-1, 0, true));
forme.Bar2.setValue(i);
5
H
catch (IOException | JSONException €)
{ forme.TxtStatus.setForeground(Color.red);
forme. TxtStatus.setText(" 1@ 1113 0AAA0 web service 18 11/5ans19e0UMS
L‘%@M@'@ Internet");
JOptionPane.showMessageDialog(null, "liaunsannne web service 1@ \n 130
ATI9AOUMIITONAD Internet”, "Connection Error",
JOptionPane. ERROR_MESSAGE);
System.out.println("ulijﬁ W50AAAD web service 18 ")
System.exit(-1);
e.printStackTrace();
H
H

A v 9 . <] JIa J
A 9-8 TU5unsu5UT0YaIN getEPI Operation YIILITDI I InAtOUA
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